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Y/1eH EKCNepTHO-KOHCY/IbTaUiMHOrO KOMITETY

3 NUTaHb po3BUTKY chepu LUI B YKpaiHi

npu MinicTepcTsi undpoBOT TpaHchopmaLii YkpaiHu,
M. KuiB, YKpaita

BAXKKA NMPOB/IEMA .
(MA)CBIAOMOCTI: TPABOBHMU 3AXUCT
CMOXMBAMIB Bl4 MAHINYZIAUIN

3 BUKOPUCTAHHAM CUCTEM
WTYYHOI O IHTE/NEKTY

Bcryn. CrpiMkuil po3BUTOK IITYYHOTO iHTeIeKTy (fia-
ni — III) Ta itoro TpancopMyoUnit BIVINB HA BCi
chepy eKOHOMIKM aKTyasnisye HU3KY QyH/IaMeHTaIb-
HUX NUTaHb (SK-TO fediHilis CBiOMOCTI Ta MOHATTS
cBobonu BO), AKI OTPUMYIOTH IIIIKOM IPUK/IajHe
3Ha4YeHHA. 30KpeMa, BuKopucTtanua cucrem I mia
aHaIi3y MOBEIHKI CIIOXKMBAYiB, IIepCOHATI3allil peK-
JTAMHOTO KOHTEHTY i HelIpOMapKeTUHIY CTaBUTb IIN-
TaHHA PO MEXY MK CBIJOMUM Ta HECBIJOMUM Y pi3-
HMX JIOTO IIPOABAX 1 BIJIIOBITHO IIPO IIPABOBMII 3aXICT
CIIOXKMBaYa B yMOBax iHpopmamniiHoi acumerpii [5],
AKa MYIbTUIUTIKYETbCA Yepe3 Bukopucranua 11
Buxopucranns I y pexknami: momoHuTH yBary i
3a4ennTy eMolii. Sk 3a3HavaeTbcA y PekoMenaniax 3

Cite: Andrienko Olena. A serious problem of (sub)conscious-
ness — legal protection of consumers against manipulation
using artifical intelligence systems. https://doi.org/10.15407/
akademperiodyka.545.003
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BimoBiganpHOrO BuKopucranHA Iy cdepi pekmamu Ta MapKeTVH-
roBux KoMyHikanii [3], IIII y pekimami 3acToByeTbcs 1A pisHMX Iii-
JIEN: Bifl aHA/IITUKY VI CTBOPEHHA KOHTEHTY /10 MiKpOTapreTyBaHHA.

B ymoBax exonomikm yBaru [7, 11] edexTuBHicTh Mapke-
TUHIOBOI 4M pEK/JIAaMHOI KaMIIaHil BU3HAYAETbCA Iepenycim
3/IaTHICTIO €MOLITHO 3a4YelNUTU CIIOXMBa4Ya, CIIOHYKAYM O
6axxaHoi il abo Bubopy. Toxx Taki KaMIaHil po3ropTalTbcs Ha
MeXi MiXK CBIJOMUM Ta HifCBIOMUM / pallioHaIbHUM i eMOI1iii-
HVM / IHAMBigyaTbHUM Ta KOTEKTUBHUM BubopoM. Bognouac 111
MO)Ke 3HaYHO IIOKpAIUTU eeKTUBHICTh KaMIIaHii, Ha 10 BKa-
3YIOTb YMC/IeHH] jocnigkenHA. Cepef MPUK/Ia/iiB: BUBYEHHS rO-
TOBHOCTI CIIO)XMBauiB NpUIIMaTy pexnamy, sreHeposany LI [9];
IOCTIi/)KeHHS BIVIUBY PO3KpUTTA (pakTy Bukopuctanus I pua
CTBOpPEHHS peKJIaMM Ha eMolliliHe cipuitManHsa 6penny [10] Ta
HOBeJ[iHKY CIOXVBa4iB (HaMip mpupbatu npopykr) [6]; BuBYeH-
Ha poni Ul gna mexwnonoziuno 06spyHmosanozo mapkemurey
ma nioceioomozo 6penouney [14], HeillpoMapKeTMHIY Ta eMOIIili-
Horo BIuBy [13].

MoskHa BUAimuTH TaKi HanpAMKY Bukopuctanus I ma mip-
BUILEHHA e(peKTVBHOCTI peK/IaMy Ha MeXi CBiJOMOTrO CIIpMIMaHHS:

e emonivtHuii BImuB: 1111 mae MOXINBICTD BUABIATHU KOJeK-
MUBHI eMOouitiHi HACMPoi, HOMiHYI0Yi Y KOHKPETHMII MOMEHT 4Yacy
(HampuK/Iaf, peakiiilo Ha COIlia/IbHO 3HAYYIIY IOfIi0) Ta iHOU8ioYy-
anvHi emouitini peakyii, BUKOPUCTOBYIOUM IX0 iHpoOpMalioo mmsa
reHepyBaHHA peKIaMy, CpOKycoBaHOI Ha BUABJIEHIN eMOIil;

® IiACBiIOMi TpUTepH Ta yHepeI KeHH: aHajli3 BeJIMKNX Jia-
HUX JiI1 BUABJIEHHA MiACBIJOMUX TPUrepiB, AKi BIUIMBAIOTL Ha
pilleHHs coXKMBaviB (30KpeMa, KONMbOPI, 3BYKI, 06pa31/1, iH1IIi
eJIEMEHTI, SIKi BUK/IMKAIOTh IIeBHI eMOIIii Ta acoriairii), BUSBIATA
Ta eKCIUTYaTyBaTH yHnepeorneHHs;

¢ edpexTt nmosropenn:: Il aBToMaTN3ye mpolec MOBTOPEHHA
PEeK/IaMHUX IIOBiIOM/IEHD, IO CIPKAE IX 3aKPIIJIEHHIO B IMIIIi-
LMTHII TaM ATi COOXKUBAYiB Ta MiIBUILEHHIO TOSIbHOCTI OCTaH-
HiX 4epe3 e eKT 3HaIOMOCTi;
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¢ MaHINyIALiA cnpuitHATTAM: Bukopucranus I gna cTso-
peHHs inmro3ii (30kpeMa, ir03ii Bub6opy) abo MmifIITOBXyBaHHS CIIO-
JKVIBAYiB /IO TIEBHIX Jiill 6€3 IXHbOTO TOCTATHBOTO YCBiTOM/IEHHS;

@ CMIICTIOBi Ta IiHHiCHi BIVIMBU: aHAJIi3 BIJKPUTUX JAaHUX LA
BUABJIEHHA JJOMIHYIOUMX KOJEKTVBHMX Ta iHAMBiZya/JbHUX IIiH-
HOCTeT i cMMCTIIB /1A MoOYXOBM Ha iXHiil OCHOBI peK/IaMHUX Ta
MApKETHHIOBUX CTPaTETil;

® NepCcoHali3alnisd: CTBOPEHHA IIepPCOHANi30BaHUX peK/IaM-
HUX TIOBiIOMJIEHD, SIKi BPaXOBYIOTb iHAMBimyanbHi 0COOMMBOCTI
CIIO)XVBAYiB, IXHi eMOIiliHi peakiil, iHHOCTI, cMycnn, crenndi-
KY CIIpUJMaHHA, TOBEJiHKOBI IIaTEPHU TOIII0;

@ CONlia/lIbHi IOKa3M Ta BIUIMB IPYNN: aHAJIi3 COLjiaTbHOI Me-
pexi Ta iHIMX IKepen NaHWX A/ BUSABIEHHS 3HAYMMUX OCi0
i pedepeHTHMX TPyH 3a/I1 TOJAJIBIIOTO BUKOPUCTAHHA Y peKiIa-
Mi Yepes BIIIMB IPYIIOBOI JUHAMIKMA.

Yci onmcani HanpAMKy BukopuctanuA I MoxxyTh npussopm-
TU 10 MAHIIY/IALII eMOLiAMY, CIIPUITHATTAM Ta IIOBEIiHKOIO CII0-
JKIBayiB, 10 BUK/IMKAE He JINIIe €TUYHI, a J1 ICUXO0JIOTiYHi Ta IIpa-
BOBI IMTaHHA, PO 110 UTUMETHCA [ali.

DyHgaMeHTaNbHi ICHMXO/IOTiYHi MMTAHHA: CBiJOMICTb i CBO-
6oma Bubopy. Ananis Bukopuctanua LI B pexmami, a Takox 3a-
CTOCOBHIII y HOPMAaTUBHIX JJOKYMEHTAaX ITOHATIHMII anapar (IIpo
10 MOBa 6y;1e iTV HYDKYe) [JTa€ MOXK/IMBICTb BUOKPEMUTH IICUXO-
JIOTiYHi MUTAHHS, AKi TOTPeOYI0Th PO3POOKY IIPUK/IAHUX KpUTe-
piiB /11 pO3MeXXyBaHHSA eTUYHO Ta/ab0 IPUANIHO NIPUITHATHOTO
1 HEIOITY CTUMOTO:

® KOHTMHYYM CBifjoMe — HecBifioMe. 3 OITANY Ha «MsiiKe
numanHs ceidomocmi» [8], y 3aKOHOHABCTBI BifiCyTHA Oegpiniuist
nioceidomocmi. BogHOYaC Iji MOHATTA € IOMIOCAMU IINPOKOTO
KOHTVHYYMY, a He 6iHapHOW mKajowo «1 a6o 0». Toxx po3BUTOK
IIII BucyBae BMMOTy y HaIpalfoBaHHi HabOpy KpurepiiB s
OIiHKU, KU BIUIB BBAXKATUMETbCS IIiACBiqOMUM;

e emouiitHa cgepa. Ha Heitpodisionoriunomy piBHI HagMipHa
aKTMBHICTD BifjlIOBifa/IbHOI 32 eMo1ii TIMOIYHOI crcTeMM TaTbMye
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aKTUBHICTb NpepPOHTAIbHOI KOPM BEIMKUX MiBKY/Ib, AKY aco-
L[IIOIOTH 31 3[ATHICTIO JO KPUTUYIHOTO MUC/IEHHS, IVIAHYBAHHA Ta
BOJIbOBOTO KOHTPOJIIO NOBefiHKM. Pa3soM i3 TMM HemOCTaTHICTb
¢yHKIiOHYBaHHA JIMOIYHOI KOpM 3YMOBIIIOE HECIIPOMOXKHICTDb
mopuuy npuitmatu pimenss [12]. Tox ncuxomnoriune 6maromo-
TyqYs IO UHI HOTpe6ye OIITMMAJ/IbHOI aKTUBAaLI 1iMOi4HOI (eMO-
nirHoi) cuctemn. Takoxx iHAMBIfyanbHa eMoIIiiiHa cdepa MiCTUTD
uymnuei 0o mpueepis 8pasnueocmi (3yMOBIIeHiI, 30KpeMa, ITepeKu-
TUMM TPaBMaMy — iHMBilya/IbHUMM, POLVHHUMIU i KOJIEKTUBHM-
M), MOXKe MaTyU CXVWIBHICTDb 70 (pOpMyBaHHA 3anexHocmell (sKi
eKCIUTyaTye afuKTVBHUI AV3aiiH) 1 € uymaueor 00 domiHyouux
KomekmusHux (Macosux) emouyiti;

e miHHOCTI Ta cMucnu. Boun, sik emoriii, motpe6u it IOYyTTH,
HaJIeKaTh [0 JUCIO3UTUBHOTO AApa (Ke BUKOHYE POJIb JBUTYHA
0co0MCTOCTI), TpoTe Ha PyHAAMeHTaNIbHIIOMY piBHI. Uepes Taky
IPVHAJIOKHICTD alleJII0BaHHsA O HUX € Ha0arato e()eKTUBHIIINM y
JIOBTOCTPOKOBIll MapKeTVHIOBill MepCcreKTBi g GopMyBaHHA
JIOSTIBHOCTI CHIOXKMBaviB. BogHowac po6oTa 3 iHHOCTAMM it CMUC-
JlaMy — Iie CKIajjHa 6aratopiBHeBa 3a/jaya, siKa repefbdadae pobo-
Ty 3 KOMIIJIEKCOM CBi/IOMMX II€PEKOHAHD Ta IiICBIOMUX YCTAHOBOK
3 BUKOPUCTaHHAM K €MOLIJIHOTO, TaK I palliOHa/IbHOTO BIIIVBY;

® KOTHITMBHA cpepa OXOIUIIOE HU3KY NMPOOTEMHMX HMUTAHb:
CIIpUIIMaHHS MiAIOPOrOBUX CTYMYIIB, IMIDTIIUTHY IIaM ATb, MAMO-
Bi/IbHY yBary, yrepemyKeHHs:, PO3BUHYTIiCTb iHTe/IeKTy (K XapaKTe-
PUCTUKY IIBUAKOCTI, IMOVHY Ta AKOCTi 06p06KM TOTOKY iHdOp-
Mauii y i meBHiit ¢popmi) Ta MIC/IeHHS, 30KpeMa abCTPaKTHOTO.
Y mifgcyMKy ifieThCA IPO KO2HIMUBHY CNPOMOXHHICMb, AKa 6e3Io-
CepefiHbO BIUIMBAE Ha Te, 100 BU3HABATY IIeBHE PillleHHs CIIOXKM-
Baya I0iH(pOpMOBaHNM;

e noBefiinkoBa cepa. Ha onepaririHomy piBHi ifeTbcs mepe-
LyCiM IIpO yCBigoMIeHnit Bubip Ta BifMOBY Bifi HaAMipHOI eKCITy-
aranii imnynbcuBHOI noBeninku. Ha piBHI HOBeiHKOBOI €KOHOMi-
K/ BMHUKA€E INMTAHHs IIPO CIIBBiIHONIEHHS 60600 8ubopy ma
niowmosxysanns (nudge) [15], sike He TOBMHHO IepeTBOPIOBATUCS
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Ha MAHINYyAYi10 YU Muck. A Ha 3arajibHOMIOICbKOMY PiBHi — IIpPO
J00CbKY CY0 EKMHICMb ma azeHmHicmp, 0COOMMBO Y KOHTEKCTI
crpimkoro nommupenHA II-arenTis;

® COLlia/IbHMIA TUCK, MaHiNynAnia ta nepekoHanua. Coui-
aJIbHa IICUXOJIOTiA po3pi3HAe YOTVPY GOPMIU BIUIMBY: IIEPEKOHAH-
Hf, HaBilOBaHHA (CyTecTio), eMolliliHe 3apa’keHHsA, HaCTiTyBaHHA.
Ilepuie Mae HaiCTOTHIMNIT KOTHITMBHMIA CKIQIHUK 1 BilIOBiHO
CTYyIiHb YCBiJOMJICHOCTI i1 3[jaTHOCTi KepyBatu Br6opom. Pemrra
XK ITepeBaKHO OPIEHTOBAHI Ha aKTMBi3allii0 TIMOIYHOI cucTeMM Ta
[3€pKa/IbHUX HEVIPOHIB, MiJICU/IIOI0YM COLia/IbHIUIA TUCK 1 CIIOHY-
KaIo4M /10 JIiif, 1[0 MOXYTb CyIlepednT ocobuctum iHTepecam;

e mundeiikn. Mo>XXxHa BURIINTI B OKpeMy KaTeropiio uyepes
IXHIN pyVIHIBHUII IOTEHIia/l, CHPAMOBAHMII HA BBE[IEHHA B OMaHy
Ha BCiX piBHAX ICUXIKM: BiJi CECHCOPHOIO Ta KOTHITMBHOIO — JI0
MIOTY>KHOT'O EMOLIITHOTO BIUIMBY 11 eKCIUTyaTalil BiIaHOCTi IO MHI
IIEBHMM L[iHHOCTSIM Ta CMUCIIAM;

@ CTpec, AUCTPec Ta piBeHb Cy0’€KTMBHOIO 0/1aronomyyds
(well-being). BusHa4yaoTbcs piBHEM MOTY>KHOCTI CTUMYIIIB Oy/ib-
AKOI IPUPOAY Ta CIPsAAMOBAHOCTI. Bynb-sKa xmBa icTora morpe-
Oye cTuMyALil y HeBHUX MeXax, AKi y (isuili Ha3MBaIOTh «I10SCOM
30/10TOBONOCKM». SIKIIO X cTUMY/ALis abo HapMmipHO crmabka
(mecencmbinisauis), abo HaMipHO iHTeHCKBHa (TilepCTUMY/IALS),
11e BUK/IMKAE TUCKOMPOPT, IO Y KOHTEKCTi peK/1aMHOI KOMYHiKaIiil
MO>Ke IPU3BOAVTH [0 3HVDKEHHS e()eKTUBHOCTI.

Hapenenuit anasis 1nokasye, 1o s 6narononyqqﬂ JIIOIVTHU
BOX/IMBUM € 306amaHCOBaHe (YHKIIOHYBaHHA BCiX IICHMXOJIOTid-
HUX IIPOLIECIB Ta CUCTEM, i BIJIIOBITHO €TUYHE BUKOPUCTAHHA
IIII y pexlaMHO-MapKeTUHIOBIII KOMYHiKalii mepeg6adae Bpaxy-
BaHHA TAKOT0 6aTaHCy 71 BifIMOBY BiJj eKCIITyaTallii BpasInBOCTelL.

ITIpaBo Ha cBifoMe pileHHs Ta cBO6ORY BOMi. Y 3aKOHOJAB-
CTBi YKpaiHM HeMae BM3HA4eHHA CBIJOMOCTI Ta MifCBifOMOCTI,
cBigoMoro Bu6opy, HoiHpOpPMOBAHOrO pillleHH: 41 CBOOOAM BOJII.
3arajzioM Iieii Iepelik Mo)ke BU3HAYaTIUCs MOHATTAM 2i0HOCMIi K
«YCBIIOM/IEHHA JIIOIVHOI0 CBO€EI IPOMAZIChKOI Bary, IpOMa/iCbKOro
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060B’s13Ky» [1, . [236], 0 B YKpaiHi € HailBUIIIO0 COLia/IbHOI IIiH-
HicTio (cT. 3, 21, 28, 68 KoHcTuTymii Ykpainnu) ta ocobuctum He-
MaitHOBUM O71aroM (ct. 201 IJuBinpHOrO KOmeKcy Ykpainu). 3rifHo
3i c1. 7 Pamkosoi Konsenuyii Paou €sponu npo IIII ma npasa noou-
HU, 0eMOKPAMIIo i 6ePX06eHCINB0 Npaesa TIOBara 10 JIIOACHKOI TiffHO-
CTi Ta aBTOHOMHOCTI JIFOIVHI € OFHUM i3 CeMU NPUHLMIIB, AKUM
noByHHI Bignosigaty cuctemu I BOpogoBXK XXUTTEBOTO LIVIKITY.
Bopnouac ct. 8 3akony Ykpainu «IIpo peximamy» 3abopomse Bu-
KOPJCTOBYBATH 3aco0M i TeXHOJIOT, AKi 6nu6a0me Ha nidceioo-
micmp cnoxcusauie pexnamu (Taka >x 3a6opoHa € B cT. 100 3akoHy
«ITpo Bceykpaincbkuit pedepernym»); cT. 15 3akony «IIpo saxmcr
IIPAB CIIOXKMBAYiB» 3aKPIIUIIOE IIPABO CIIOXKMBAYa Ha OJlep’KaHHA He-
006xifiHOI, OCTYIIHOI, HOCTOBIpHOI Ta cBO€yacHOl iHdopMaii Ipo
IPOAYKIIilo, 110 3a0e3Ieuye MOX/IUBICTD 1i c6100M020 i KoMnemeHm-
Ho20 8ub0pY; cT. 15-1 3akony «IIpo 3axucT Big HeLOOPOCOBICHOT KOH-
KypeHLil» 3a00poHsi€ IoMpeHHs iHpopMaliii, 1110 BBOAUTD 6 OMd-
Hy, 4epes MOBiOM/IEHH:, HAIPUK/IAJ, Y PEK/IaMi, HETIOBHUX, HETOY-
HVIX, HETIPaB/MBIX BiJOMOCTSIX, 30KpeMa 8HACI00K 00paH020 cnocoby
ix 8UK1A0eHH, 3aMOBYYBaHHA OKpeMIX (paKTiB 41 HediTKOCTi pop-
MYJIIOBaHb, 110 BIUIVHY/IM 200 MO>KYTh BIUIVIHY TV Ha HAMipV CIIOXKM-
BauiB 1070 NpyuAOaHHA 4 peaisalii ToBapis, pobit, mocmyr.
[Io crocyeTbcsa MpaBO3acTOBYBaHH:A, TO aHA/I3 CY[OBMX PillleHb
IIOKa3ye: X04Ya HAITIAJIOBI OpraHM PETY/IAPHO alle/IoTh, IO «JIii 1Mo-
3uBava Oy HanpasneHi came Ha NiOC8I0OMICb CNONCUBAUA, IO be3-
IIOCEPEIHBO IPMBEPTATIO YBary OCTAHHBOTO Ha IMPOAIYKIIil0 KOHKPET-
HOI TOPrOBe/IbHOI MapKm» [4], mpoTe He HaBOZATD JJOKa3iB TaKOro
BIUIVBY, AKWIA 9aCTO NPU3BOAUTD 10 CKACyBaHHSA CYJIOM pillleHb Ta-
KIIX OPTraHiB IIpo HaK/IafieHH:A mrpaduyx caHkuil. (Takox icHye un-
MaJIa KiIbKIiCTb pillleHb, Jie CYJ IOCMIAETCS Ha nidceioomicmy 3a-
micmo npasocsioomocmi: «3a 3mictoM cT. 252 KiAII Ykpainn, oriHka
IIOKa3iB 3/11/ICHIOETbCA OPTraHOM <...> 3a CBOIM BHYTPIIIIHIM Ilepe-
KOHaHHM, <...>, KePyIUUCh 3aKOHOM i mifcBigomicTio» [2].)



Baskka npobsema (nig)CBigoMOCTi: NPaBOBMIA 3aXMCT CMOXKMBAYIB

3akoHopaBcTBO X €C Hapasi mepebyBae Ha AKiCHO iHITOMY piB-
Hi PO3BUTKY LJOJ0 3aXVUCTY CIIOXKMBaYiB BiJj TaK 3BAHUX «TEMHUX
IaTepPHiB». ¥ IIbOMY KOHTEKCTi MO>KHA 3raJilaTy TaKi JOKYMEHTH:

¢ The Digital Services Act, 1. 67 npeam6yu sIKOro BU3HAYA€E
TEeMHI IIaTePHU SIK «IPAKTUKIY, SKi CyTTEBO CIIOTBOPIOIOTH 260 IO-
TipIIyIOTh, HABMUCHO 4M (PaKTUYHO, 3AaTHICTD Ofjep>KyBadiB IO-
CIyTY IpUIIMaTV CaMOCTIliHI Ta ycBifoM/IeHi Bubopu 4n pileH-
Hs1», @ CT. 25 3a00pOHSIE iX BUKOPUCTAHHS;

e The Unfair Commercial Practices Directive — 30kpema, cT. 8;

e The Digital Markets Act (DMA) — cr. 13;

e The Data Act — 1. 38 mpeam6y/s;

e The Consumer Rights Directive (CRD) — 3a6opoHa Tem-
HIUIX NTATEPHIB /14 (GiHAHCOBMX IOCITYT;

e European Parliament resolution of 12.12.2023 on addictive
design of online services and consumer protection in the EU single
market (2023/2043(INI)).

[Ipore HaMOBHIIMIT HA CbOTO/IHI IIPABOBMIA KOHLIENT 3aXMCTy
Bif BrumBy cucrtem 111 Ha mifcBimoMicTh crioxmBauis nogano y The
Guidelines on prohibited Al practice, ony6nikoBanux 04.02.2025
Ha BMKOHaHHs, 30kpema cT. 5 (1) (a), (b), (f) AI Act. [Jana crarTs
BU3Havae Bukopucranusa cucreM I sk Bucokopusukosi Ta 3a60-
POH:E€ IX, OCKIIbKI BBaXKa€, 1110 BOHM BIUIMBAOTD HA IIiICBIJOMICTb,
BUKOPMCTOBYIOTh MaHIIy/IATUBHI Ta OMaH/IMBI TEXHIKM, €KCIITya-
TYIOTb BPa3/IMBOCTI, a TAKOX pO3Mi3Har0Th emonii. Crif migkpec-
JINTH, 10 MOfi0Ha 3a00pOHa ITOMIMPIOETHCS 32 YMOBY 3aBJAHHS 4l
0OI'PYHTOBaHOI JIMOBIpPHOCTI 3aBJIaHHSA iCTOTHOI LIKOAV CIOXXM-
Ba4aM, 3aJIKUTD Bifi cuTyanii Bukopucrtanua cucremu LI, a ma
cucrem IIII, AKi po3nisHalOTh eMOLiI, — 1€ 11 Bifi IpKepera JaHUX:
BUKOPUCTaHHA 0iOMeTPUYHMX TaHNX 3a00POHEHO, a OT CEeMaHTN4-
HIIT aHaJIi3 Hapasi Jo3BojeHnit. Pasom i3 Tum y Oy/b-sIKOMY BUIIAJ-
Ky HaroJjIoly€eTbCA Ha IHAMBINYa/IbHIN OLIiHIII KOXKHOTO BUIIAJKY.

BucHOBKM: TepceKTHBY Ta peKOMEHAAILii. 3 OITIA/ly Ha €BPO-
iHTerpaniitHmii mpolec, HaBeJeHi HOpMaTUBHO-NIpaBoBi akTn €EC
€ ICTOTHMM OPIEHTMPOM IS PO3BUMKY 3aKOHO0A8cmea YKpaiHu
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OneHa AHgpieHKO

1100 3aXMCTY CIIOKMBaYiB BiJl BIUIMBY Ha i CBIJOMICTb Ta MaHi-
nynAnin 3 sukopucranuam 1. 3aysaxmumo, 1m0 ganii pO3BUTOK
noTpe0ye 00c/i0HeHHS NCUXONI0IMHUX PeHOMEHIB i PO3POOKU npax-
MUYHUX MemoOuK OLIiHIOBAaHHS TAKOTO BIUINBY, A TAKOXK 3aIIPOBA/J]-
JKEHHA CTaHJAPTIB 100 JI0T0 JOIYCTUMUX MEX.

BopHo4ac y>xe cboropiHi BaxxmmBo GopMyBaTu KyIbTypy Bif-
nosifanpHOro Bukopucranus cructeM 11, sika mepen6auae, 30kpe-
Ma, JOTPYMaHHA IPVHIUITY «€THKA 3a IPOEKTYBAHHAM» Ta II0Ba-
T O IIpaBa JIIOAVHY Ha aBTOHOMHICTb, CBiIOMi pillleHHA i 3aXUCT
Bij MaHinynAnii. le osHavae:

1) BiTMOBY BiJi BUKOPUCTaHHSA nunderikis;

2) BinmoBy Bif Bukopucranus II g1 HagMipHOTO BTpy4aH-
HA Y CEHCOPHUII Ta eMOLIVIHAI IIPOCTIp CIIOXKMBAYiB i MapKyBaH-
HA pEK/JaMy, BUTOTOBJIEHHS YM PO3IOBCIOJPKEHHA SAKOI BUKO-
PUCTOBYE METOJM HEMPOMAPKETHHIY;

3) BigmMoBYy Bif BukopuctanHA IIII 14 nmepemkomKaHHA y
INPUIHATTI CIO>KMBayeM 3BaKEHUX Ta MOiHPOPMOBAHUX pillleHb;

4) indopMyBaHHS CIIO>KMBAYIB ITPO ITePCOHATI3ALIII0 KOHTEHTY i
BUKopycTaHHA cucreM I AK 1iff yac CTBOpeHHS, TaK i Iif| 9ac pos-
HOBCIO/PKEHH: peK/IaMy, Ha YOMY HarojIollye HU3Ka po3poO/ieHNX B
YkpaiHi pekoMeH/jaLiii 3 BifnosiganpHoro Bukopucranns 11 [2].

To>x came 6amaHC MK 3aXMCTOM IIpaB CIIOXKMBAYiB Ta PO3BUT-
KOM IHAYCTpil € iIHAMKATOPOM KY/IbTYPU BiAIIOBiJa/IbHOTO BUKO-
pucrannsa I y pexmami.

JIITEPATYPA

1. Benukuit TAyMayHMil CTIOBHMK Cy4acHOi yKpaiHcbKoi MoBu. Kuis; Ip-
ninb: [lepyn, 2007.

2.IlocTranosa IlepmoTpaBHEBOrO payioHHOrO Cyly M. YepHiBIIi IO cripaBi
Bif 17.02.2025 Ne 725/549/25. URL: https://reyestr.court.gov.ua/Review/
125280257 (mata sBepHeHHs: 03.02.2025).

3. PexomeHnpanii 3 BifinmosiflanbHoro Buxkopucranud Iy cepi pexnammn
Ta MapKeTHHroByUX KoMyHikaniit. URL: https://webportal.nrada.gov.ua/

10



Baskka npobsema (nig)CBigoMOCTi: NPaBOBMIA 3aXMCT CMOXKMBAYIB

wp-content/uploads/2024/08/rekomendatsiyi_SHIreklama_2024.pdf
(mara sBepHeHHs1: 03.02.2025).

4. Pimmenns JIbBiBCHKOTO OKPY>KHOI'O a/JMiHICTPaTMBHOIO CyZY IIO CIIpa-
Bi Bim 20.02.2025 Ne 380/7925/24. URL: https://reyestr.court.gov.ua/
Review/125336078

5. Akerlof G.A. The Market for ‘Lemons’: Quality Uncertainty and the
Market Mechanism. Quarterly Journal of Economics. Vol. 84, No. 3. The
MIT Press, 1970. P. 488—500. https://doi.org/10.2307/1879431

6. Andersson L., Pettersson M. Al vs. Human: Ad Creator Influence.
Journal of Advertising Research. 2024. Vol. 64, No. 4. P. 345—359.

7.Brynjolfsson E., Kim S.T., Oh J.H. The Attention Economy: Measuring
the Value of Free Goods on the Internet. Information Systems Research.
2023.Vol. 35,No. 3.P. 978—991.https://doi.org/10.1287/isre.2021.0153

8. Chalmers D. Facing up to the problem of consciousness. Journal of Con-
sciousness Studies. 1995. Vol. 2, No. 3. P. 200—219.

9.LiY., Huang J. Exploring Consumer Acceptance of AI-Generated Ad-
vertisements. Journal of Theoretical and Applied Electronic Commerce
Research. 2024. Vol. 19, No. 3. P. 108—123.

10. Massop J. How Al Disclosures Influence Consumers. Journal of Consu-
mer Psychology. 2024. Vol. 30, No. 2. P. 210—225.

11.New Economics For Sustainable Development: Attention Economy.
United Nations. United Nations Economist Network. 2024. Dec. 10.

12. Research and Perspectives in Neurosciences / eds: A. Damasio, H. Da-
masio. Springer Science & Business Media, 2012.

13. Rossi P. Neuromarketing: Neuroscience and Al Decode Consumer Emo-
tions. Journal of Neuromarketing Research. 2025. Vol. 8, No. 1. P. 15—27.

14. Sharma S. Subconscious Branding: The Role of Artificial Intelligence in
Marketing. International Journal of Marketing Studies. 2023. Vol. 15,
No. 2. P. 45—56.

15. Thaler R.H., Sunstein C.R. Nudge: Improving decisions about health,
wealth, and happiness. Yale University Press, 2008.



12

https://doi.org./10.15407/akademperiodyka.545.012
BULGAKOVA DARIA

PhD in International Law, An advocate,
Kryvyi Rih, Ukraine
dariabulgakova@yahoo.com
https://orcid.org/ 0000-0002-8640-3622

DATA SHARING
IN CLOUD SERVICES

Users are typically only aware of the service they di-
rectly interact with, not the various sub-services that
could be hosted on other cloud providers, such as
those for advertising or data processing. Anyway, the
GDPR requires cloud providers to obtain explicit
user consent before performing these actions. When
it comes to logistics, the pressure from new legislation
about data sharing is not as clear [1]. The challenge for
the automotive industry, for example, is that an auto-
nomous vehicle can only collect personal data based
on balancing interests because it is not doable to work
with consent [1].

Taking into consideration a European Data Strategy
of European Commission given to the public in Brus-
sels on 19 February 2020 the compliance problem lay
down due to the view that EU-based cloud providers
have only a small share of the cloud market, which
makes the EU highly dependent on external providers,
vulnerable to external data threats and subject to a loss
of investment potential for the European digital indus-
try in the data processing market [3]. Therefore, to

Cite: Bulgakova Daria. Data sharing in cloud services. https://
doi.org/10.15407/akademperiodyka.545.012



Data sharing in cloud services

mitigate this risk, on the view of the study, it is proposed look into
personal data stores (PDSs). Many PDSs seek to allow the compu-
tation (including analytics) to be ‘brought’ to the data [4, p. 359]. This
contrasts with today’s common approach where data are transferred
to remote, third-party operated servers for computation to oc-
cur [Ibid]. PDS technology is beneficial for EU data protection law
since it lets app designers specify data access and accounting, and
at the same time, users can set impediments to app manners, for
example, confining data access. These controls are executed by the
PDS’s technical configuration and smart agreements onsite of the
app when users agree to the app’s functionality and data transfers
with legal terms that bind developers and platforms. PDSs also facil-
itate large-scale data processing, where computation occurs on user
devices, with only results transferred to institutions, offering users
control over data processing while reducing institutions’ account-
ability for raw user data.

The safe and widespread use of data-fuelled products and ser-
vices also depend on the highest cybersecurity standards [3]. The
EU Cybersecurity Certification Framework and the EU Agency
for Cybersecurity (ENISA) are play an important role towards
that endeavour [3]. In this regard it is useful a Blockchain-based
architecture that supports GDPR compliance verification (espe-
cially in the context of such a service chain) for enhancing the
data privacy of cloud users [2]. The architecture supports a facto-
ry of smart contracts, including user consent, GDPR compli-
ance, container, and verification, each of which is activated by an
actor within a cloud environment [2].

The solutions are on the table. However, the study supports the
idea of Swedish researcher Andersson Kristina [1] on data sharing
regulations that have intersectoral impact, likewise, horizontal
ones. It is explained on the next point of view. Data sharing — the
trade of data between different actors — is a central feature of the
development of a data economy. Today, data is conveyed business-to-
business (B2B) predominantly from the perspective that the data is
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controlled by someone, and that the data has value from a civil law
perspective. Compared to many other phenomena, B2B data
sharing is relatively unregulated. Data sharing between different
companies occurs primarily through agreements and it is up to a
company to decide how, when, what, who, and at what price the
company wants to share. Another thing that is important to agree
on when sharing data is the format of the data standard that you
want to share with each other. The EU sees that there is a risk of too
much data being collected by a company, which in turn makes the
free flow of data more difficult, therefore, need to prevent mono-
polies from being created. The risk with this is that horizontal
(general) legislation is used to solve a problem in one vertical sec-
tor but can have unexpected serious consequences for another ver-
tical sector, likewise, preventing an intended business model. It is
therefore important to understand what is happening with the reg-
ulations for data sharing at the general / horizontal level since it can
have a major impact on a certain individual sector vertically.
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COUIA/ZIbHA CMPABEA/IUBICTDb
TA COUIA/IbHI BUK/IMKN Y XOAl

LLM®POBI3ALIT CYYACHUX
EKOHOMIK | CYCNI/IbCTB

[TpuMiTHOIO 0COOMMBICTIO CBOTOIEHHS CTANIO ITI00ATIb-
He IIPUCKOPeHHs IpoljeciB nudpoBisaliil, sika mepen-
0ayae CTBOpPEHH:, NOMVPEHHS], BIIPOBA>KEHH: Ta BU-
KOPUCTaHHA IM(POBUX i HOBITHIX TEXHO/OTI1, BKJIIO-
varouy mtyyHnit intenext (II), rexnomnorii BipTyanbsHOI
Ta JOTIOBHEHOI peasbHOCTI 11 iHIIi. 3a OLiHHMMH fia-
HUMIU, CTAHOM Ha 1o4atok 2025 p. o nudposisanii
Ta Y4acTi y pisHMX IMQpOBUX iHiljaTMBaX 3a/1y4eHO
noHazt 94 % ¢ipM, ycTaHOB i OpraHisaiiil y Bcix ceKTo-
pax cBiToBOI eKoHOMikM. Ha BkaszaHy maTy rmo6anpHi
npsaMi iEBecTuii y nudpoy TpaHcdopmallito mporso-
30BaHO cATHYTb 8,5 TpiH pon. CIIA, 3spocratoun mpo-
tAroM 2020—2024 pp. y cepegabomy Ha 19 % mopiuHo.

Cite: Burlai Tetiana. Social justice and social challenges
during digitalisation of modern economies and societies.
https://doi.org/10.15407/akademperiodyka.545.015
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3pe1Tor, 1Lie CIpuATIME TOMY, 1O 3a mificymkamy 2024 p. Ha OXOII-
neHi nudpoBsizalielo 6isHecoBi Ta iHII CTPYKTypy npuUnasatume
noHaz 55 % csiroBoro o6¢sry BBII, To6to 60 Tpiu mon. CIIIA [15].

LIndposisamnisa mae gBoicTNit i cynepednmBuii Xapakrep, CTBO-
PproIouM K HOBi 3HAYHI MOXX/IMBOCTI, TaK i y>Ke CepIO3HI PUSUKHA
I COLliaTbHO-€KOHOMIYHOTO Ta CYCIi/IbBHOTO po3BUTKY. lle, 30-
KpeMa, 3a3Havyae CBiTOBUIT 6aHK y CBOEMY «3BiTi po Ludposmit
nporpec i TpeHan» 3a 2023 p., ykasasuiy, o nyudposisaris Bupi-
IIJIbHUM YMHOM BIUIMBA€ Ha BUPIIIEHHA IHHOBALIIHUMM YU
6inpir eheKTUBHUMMI CIIOCOOAMY HU3KY ITI00QIbHUX BUKIIUKIB, a
came: GOpMyBaHHS CTINIKOCTi B0 3MiHU KIiMaTy; 3amoOiraHHsa
HaJI3BUYAIHUM CUTYaLiAM y chepi OXOPOHU 3[IOpPOB’s; reH/jepHa
Ta IHIIMX BUJIB HEPIBHICTh; TOTOBHICTD i pearyBaHHs Ha HaJ3BU-
vaifHi curyanii; HecTabiIbHICTD, KOHQIIKTM Ta HACUIBCTBO. Box-
Hodac CBiToBuii 6aHK 06’€KTMBHO KOHCTATYE, IO 3POCTAI0UMIL
POBUIT pO3PUB 3aTOCTPIOE PO3PUB Y PiBHAX 6igHOCTI Ta mpo-
IYKTMBHOCTI MK GararmyMu Ta OigHIIMMY eKOHOMIKaMI. Y Toil
yac AK 2022 p. y KpaiHax 3 BUCOK/UM piBHEM [OXONY iHTEPHETOM
KopuctyBanucs noHaz 90 % HaceneHHs, y KpaiHax 3 HUSbKMM PiB-
HeM joxony — e 25 %. Lleit Ta iHmi BignoBinHi gaxkTy manm
MO>K/IMBICTD IiITY He3allepeyHOro BICHOBKY, 1J0 «0e3 JOCTYIIY 10
IHTepHeTy Ta HABUYOK e(heKTVBHOTO BUKOPUCTAHHS IUPPOBUX
TEXHOJIOTIN MiIbAPAY JIIOAEN 3a/IMIIAI0ThCA 11033 MeXKaMI Cydac-
Horo cBity» [6]. [llaHc 3miHMTH 1110 cuTYalito, Ha BYMKY CBiTOBO-
ro 6aHKYy, fae gopcyBaHHA npoleciB 1udposisalii, ske iHKOMN
3yMOBTIOETbCA (popc-MaKOpHUMU ob6cTaBuHaMu. Tak, mangemisa
COVID-19 mpusBena o 6e3mperefieHTHOTO IPUCKOPEeHH Lud-
poBoi TpancdopMariii B ycbOMy CBiTi — 3 MOTYTHIM 3pOCTaHHAM
TpadiKy HaHNX, BUKOPUCTAaHHA 3aCTOCYHKiB, 3pocTanHsA IT-cek-
TOPA, CTilKOCTi Mg poBoro 6isHecy, 3aTpedysanocri III Tommo [6].

[Tpuckopena gyuHamika Ta MacuTabu npouecis unudposisanii
00yMOBM/IM HEOOXiTHICTh BUPOO/IEHHS Ta iMIUIeMeHTalii CIilb-
HOTO Ha I7100a/IbHOMY piBHI 6a4eHH LIOfI0 peryToBaHHA AK ca-
MMX IIPOLIeCiB, TaK i IXHiX JOBIrOCTPOKOBUX HacC/i[IKiB. BusHaroun
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CoujianbHa cnpaBeg/MBICTb Ta COLia/ibHi BUK/AMKK

1110 HeoOXiHICTb i 6epyunm mo yBarm pimenHsa BcecBiTHBOI 3ycT-
piui Ha HalBMIIOMY piBHi 3 MMTaHb iHPOPMALIITHOTO CYCITTbCTBA
(2003 i 2005 pp.), lenepanbua Acambnes OOH cBoeto pesornio-
niero Bifg 22 BepecHs 2024 p. yxBamuia [TakT B iM’st Maitby THbOTO,
BK/IIOYAIOYM JI0TO Jo#aToK — [nob6anbhuit umdposuit forosip
(Global Digital Compact). ¥ 1pboMy ZOKyMeHTi BCTaHOBJIEHO
3aBJaHHS, IPUHIVIN, 30008’ 13aHHS Ta [ii, sKi B3s/1acs 3ilicCHI-
TI CBiTOBA CII/IPHOTA, Mal04M Ha MeTi 3a0e3neYnTy «iHKII03MBHe,
BifIkpuTe, cTasne, ClipaBeijinBe, Oe3neyHe Ta HafiiiHe IudpoBe
MaitbyTHE I BCix» y HeBilicbKoBiit cdepi [8].

HexnapoBane y BKazdaHOMY JIoroBopi mparHeHHA JIO CIIpaBefi-
NIMBOCTI IlepefyciM CTOCyeThcA ii conjianbHOro Bumipy. Ilpsamoro
BiIIOBi/III0 HAa HEOOXiHICTh TOOIAHHA ITI06AIBHOTO fediunTy
ColLia/IbHOI CIIPABEIMBOCTI CTa/I0 y ncronazi 2023 p. cTBOpeHHA
ApminictparuHoto pazgoro MOII [mo6anpHoi Koaninii 3a cotjians-
HY CIPaBe[/INBICTB, [0 € «ITATPOPMOIO 11 GOPMYBaHHSA HOTi-
TUYHUX 3000B’s13aHb, IHBECTULIil | KOHKPETHMX Jilt, AKi miaTpuU-
MYIOTb COLIia/IbHY CIIPABEIIMBICTD Y BiIIIOBIJHOCTI 3 Hal[IOHA/Ib-
HyMM npiopurteramn». Coto fisnbHicTh Koaninisa 6yaye srigHo 3
TaKMMMU I1epIIOYEPrOBYMY TeMATUYHUMM IIPiOPUTETAMM:

® I10JJ0/TaHHA HEPIBHOCTI, AVMCKPUMIiHAIlil Ta Bi4y>KeHHs;

® peajiisalif TPyLOBUX IpaB AK IIpaB JTIONHY, 3a0e3IIe4eHH
JTIO[ICHKOI TiTHOCTI Ta 3aI0BOJIEHHS OCHOBHUX MTOTPe0;

® PO3IIVPEHHA JOCTYIYy M1 MOX/IMBOCTEN /1A MPOAYKTUBHOI
Ta BiIbHO 00paHoi po6OTH i CTIIKMX MiAIPUEMCTB;

® 3a6e3IeveHH A COIia/IbHOTO 3aXVCTY Ta GOPMyBaHHA CTIMIKOCTI;

® 3MiITHEHHA CIIPABE/IMBOTO IIEPEXO/Y i COLIia/IbHOTO BUMIPY
CTaJIOTO0 PO3BUTKY, TOPTiBJIi Ta iIHBECTULIIN;

@ 3Mil[HeHHA iIHCTUTYTIB coliambHOro Aianory [3].

Baromum BHeckoM y [lto6asbHY Koatiliito 3a colliabHy CripaBef-
JIMBICTb cTasIo criyibHe posefieHHA MOII Ta €BponeiicbKiM eKOHO-
MIiYHVM i collia/IbHIM KOMiTeTOoM KOHepeHIiii Bucokoro piBH: «Co-
Ijia/IbHA CIIPaBEIMBICTD IM(PPOBOI epy: BIVIUB IITYYHOTO IHTEIEKTY
Ha TIpaIjlo Ta CYCIIbCTBO» y moToMy 2025 p. Y TOKyMeHTax 11bOro
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3axofy Oy/I0 MiffKpec/ieHo HaraJbHy HOTPeOy B JIOVMHOLIEHTPUYIHO-
My migxopi go 11, sikmit He TOBMHEH OYTH [PKEpeZIoM PO3KOIY 4
eKCKJI03ii, a OyTu pylIieM MOXXIMBOCTeI!, iHHOBALIii Ta CIIpaBe/yI-
BOCTi, 30KpeMa TeH/IepHOi, y cBiTi mpari [10]. Y maHOMy KOHTeKCTi
YIIPaBILHIIAM OCOOMMBY YBary CJIifi IPUAUIATI PUSVKaAM i 3arpo3a,
TeHepOBaHUM Y XOfi I1ppoBoi TpaHCOpMALlil, 110 HepelIKOPKAITh
CKOPOYEHHIO COLia/IbHOI HeCIIPaBeIMBOCTI, 200 i1 ITOCHITIOTS 1i.

Hepnapma y I'mo6anpaoMy 111 poBOMY JOTOBOPI aKI[€HTOBAHO,
mo u¢poBi Ta HOBITHI TeXHOOTI, KAPAVHAILHO NEePeTBOPIOI0-
YJI HAlll CBIT, JAXOTH Ay>Ke 3HAYHI ITOTEHIi/1HI ITepeBar a1 3a6e3-
ne4yeHHs JOOPOOyTy i pO3BUTKY JIIOAEN i CYCI/IBCTB, ajie pa3oM
i3 Tum popmyioTb HOBi Bukmuku [8]. Cepen HUX OfHUMM 3 Hail-
CepIO3HIIINX € BUK/IMKI COLIia/IbHOTO XapaKTepy.

3Ba)kalo4yy Ha pe3yabTaTy TeMaTUYHUX JOCTIIPKEHD 1 Bpaxo-
BYIOUM 3aBJIaHH:, BM3HAYeHi, 30KpeMa, [l1o6anbHuM 1uppoBumM
noroBopoM (2024), €BporeiicbKo0 Jekmapaiielo npo undposi
npasa ta npuHIyny Lngposoro gecarumirts (2024), pekoMeHpa-
uismu Pagu OECP mjopo ynpasninas pusukamu 1udposoi 6es-
HeKV JUIsi eKOHOMIYHOTO Ta COLia/bHOro mpousitanHs (2015) i
IIOJI0 IITYYHOTro iHTeneKkTy (2017), a TakoXX faHi 3BiTiB AnMiHi-
crpatusHoi pagyu MOIT (Po6o4a rpyna 3 muTaHb COLia/IbHOTO BU-
Mipy rino6arnisanii) (2024) [4] Ta BcecBiTHBOTO eKOHOMIYHOTO O-
pymy (BE®) (2025) [14], mouinbHO BUOKpeMUTH TaKi KJIFOYOBi cO-
1ianpHi BUKIMKY M pOBi3aliil Cy4acHUX eKOHOMIK i CYCIi/IbCTB:

3arocTpeHHs Ipo6/IeM 3aiTHATOCTI Ta po36aTaHCYBaHHS PYH-
KiB mpamni. [JocmifxenHa €Bpomneiicbkoro GOHAY MOKpaIleHHA
YMOB >KUTTS Ta npawi [7] o6rpyHTOBYE Tpu TONIOBHI BeKTOpU -
poBisarlii 3 noTeHnianoM pyHAaMeHTaIbHIX TeXHOIOTTYHNX i COLTi-
QJIPHMX 3MiH y cdepi 3ailHATOCTI: aBTOMaTM3alis mpati, oundpy-
BaHHs €KOHOMIUHMX IIpOIieciB (Ha OCHOBI TaKMX TPbOX KTIOUOBUX
TEeXHOJIOTN, sK iHTepHeT pedett (IoT), 3D-xpyk, a TakoX BipTyanbHa
Ta JJOIIOBHEHA peasbHIiCTh) i 1udposa mrardopmisarnis. Came 1i
BEKTOPM CbOTOJHI BM3HAYAIOTDH AMHAMIKY CKOPOYEHHA Ta CTBOPEH-
HA poOOYMX MiCIb, IPOTE €KCIEPTU PO3XOAATHCA B IPOTHO3AX
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10710 IXHBOTO KiHIIEBOIO BIUIMBY Ha KiJIbKICHI /1 CTPYKTYpPHi 3MiHU
puHKiB npani. Tak, y 3Biti BE® 3a 2025 p. «MaiibyTHe pobounx
Mic1b», 3a criiibHuMHY 3 MOIT onjinkamu, mpotarom 2025—2030 pp.
iz piero Tpenay nudposisarii y cBiti Moxke 6y Ty cTBopeHO 170 MTH
pobounx micib a0, 3a eKBiBaJIeHTOM MOBHOI 3aiHATOCTI, 14 % ix
I106a/1bHOT KiZTbKOCTI. Y TO1 XKe 9ac Oyfie CKopoueHo 92 M/TH pobo-
4yx Micib (8 %), To6TO MOPOKY B cepenHboMy 18,4 MitH [14]. Pazom
i3 TMM 3a pesynbraTaMu ZOCIifKeHHs [7106a/1bHOTO IHCTUTYTY
McKinsey [11], y nepiop 2016—2030 pp. uepe3 nudposisaiito, Bpa-
xoBytoun II1I Ta po60TOTEXHIKY, CKOPOUYEHHS OTEHIiITHO CATHE Biff
400 o 800 mH pobounx Micip abo Bif 28,6 10 57,1 MJIH IIOPIYHO.
BoueBnzib, iHTeHCUBHICTD BIUIVBY TEXHOJIOTN Ha cepy 3allHATOCTI
3aJIeKUTD Bifj 6araTbOX YMHHUKIB, ajle OTHUM i3 BU3HAYa/IbHUX JIN-
1aeThcs eheKTUBHICTD HALliOHAIBHUX CTparerii udposisarii [13].
Heo6xigHicTh TpaHchOpMalii OCBiTHIX cucTeM i IX BICOKOL
aganTanii o morpe6 cy4acHux puHKiB mpani. HabyTrs koHKy-
PEHTHIX IlepeBar y IuQpoBiit eKOHOMIIli CbOTOfHI 3HAYHOIO MipO0
lleTepMiHyeTbCS piBHeM LM(PPOBYX HABMYOK i KOMIIeTeHIil i y4ac-
HuKiB. Came ToMy, 3a o1jinkoro BED, iHBecTyBaHHA Yy pO3BUTOK JIIO]I-
CBKOTO KaIliTasry, y TOMY YKCIIi Yepes Iporpamu 6esnepepBHOro Has-
YaHHA, HifBUINeHHA KBamigikanii Ta mepexsanmidikanii pobouoi
CIIN, @ TaKOXK 1MPPOBOI IPaMOTHOCTI HaCe/IeHHS, € IPIOPUTETHUM
3aBJJaHHAM JIA HaLliOHA/IbHYIX YPS/IB i 6i3Hecy Opsf i3 3aBIaHHAM
CHMHXPOHi3allil MO>XX/TMBOCTEN OCBITHIX CHCTeM i3 IOTpebaMyl pUHKY
npati. 3paXkarun, o 3a 2025—2030 pp., iMOBipHO, 3MiHATbCA 39 %
K/TIOYOBVIX HaBIYOK, Ha CbOTOJIHI HEOOXiTHMX /11 KOHKYPEHTOCIIPO-
MO>KHOCTi Ha PMHKY TIpalli, @ HasBHICTb I1(POBUX HABMYOK Y IIpa-
1[iBHUKIB CTaHe IepIIOYeproBO 060B I3KOBOIO BUMOIOI0 poOOTO-
naBuiB. Tax, 3a KpuTepieM 3aTpeOyBaHOCTI K/IIOYOBMX HABMYOK Ha
PMHKY IIpalji y Haito/mpKyi AT POKiB, Ha TPbOX IIEPIIVX HO3UIIIAX
I106a/TBHOTO PENTHHTY, cKajieHoro excriepramy BE®D, sHaxopaTs-
cs: BMiHHA 3acTocoByBary mTyyHnit inrenexr (I1I) ta Bemmki pani
(Big Data); HaBuuku po60Ty 3 iHpOpMaLiiTHO-MPPOBUMI MepeKa-
MU 11 3abe3nedeHHsI KibepOe3IeKy; TeXHOMOTiYHa IPaMOTHICTS [14].
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3 MeTOI0 IOM SKIIEHHS MOTEHI[IMHUX HeraTMBHUX HAC/TiIKiB
nudpoBsisalii 114 HalliOHATbHMX PUHKIB Iparti Ta cepu 3aitHATOC-
Ti, IPIOPUTETHVIM 3aBJAHHM YPsAiB i 6i3Hecy cTae mobynosa edek-
TUBHUX CUCTeM NpodeciiiHol MAroTOBKM, miBuIeHHs KBatidika-
LIii Ta MepemiATOTOBKY [I IPALliBHUKIB, OXOIUIEHNX BUAMU JiA/b-
HOCTI, 1110 3a3HAIOTh BIUIMBY 1M(POBKX i HOBITHIX TEXHOIOTIIL.

IIpuckopenns npoyecie npexapu3auii cycninbcme HACIIOOK NOUIU-
PeHHS NAam@popmMHoi 3aiHAMOocmi ma HedockoHanocmi (8iocymmoc-
mi) it 3aKkoHo0asuo-npasosozo pezynosarHs. OFHUM i3 [pKepert, TeHe-
PYIOYMX HUHI COLia/IbHi PUBUKMY, € CTPIMKE — 3 YaCiB IOIIVMPEHHSA
«KOpOHAKpy3M» y 2020 p. — MacIITabyBaHHA 3aiTHATOCTI Ha 1U(po-
BUX Iv1atdopmax. 3a gaHumy CBiTOBOro GaHKY, CbOTOJHI Ha OH/IAi-
HOBY IUIaT)OPMHY 3aiTHATICTb IIPUITAJIA€ YMMaJIa Ta IIOCTITHO 3pOC-
Tal04ya 4acTKa [7100a/IbHOrO PMHKY Mpalli, 10 CTAHOBUTS Bif 4,4 10
12,5 % cBiToBOi po6oyoi cumn, To6TO Bif 154 0 435 MH oci6b [5].
CouianbHa Hebe3Ieka IVIX IPOLeciB MOJIAra€E B TOMY, 10 IIaTdop-
MM aKyMY/IIOIOTDb PisHOMaHITHI (pOpMM HeCTaHAAPTHOI 3a/IHATOCTI 3
HaJIBYICOKVM ITOTEHI[ia/IOM IIPEKAPHOCTI, 1110 ¥ MOACHIOE IIOLIPEH-
Hs HU3KM PUBMKIB, a caMe: MiHiMi3allil Colia/IbHOTO 3aXMCTy II/IaT-
($hOpMHUX NpaLiBHMKIB i IX 6araTOBMMIipHOI JUCKpUMiHALLil; TTOLIN-
PeHHA IX Bpa3/MBOCTI O[O OIUIATH, Oe3IeKy Ta iHINX YMOB Ipalli;
HeJOOTPVYIMAHHS JIepyKaBOIo Ta POHIAMI COLIia/TbHOTO CTPaXyBaHH:
MIOMIATKIB, 060B A3KOBMX IUIATEXIB 1 COLia/IbHUX BHECKIB; SHUDKEHHS
(icka/IbHOI CITPOMOYKHOCTI Jiep>KaBy Ta 3pOCTAHHA ITOJTATKOBOTO THC-
Ky Ha OQiIiifHO IpalleBIaIITOBaHNX TPOMa/iAH. X04a IIaThOpMHA
€KOHOMiKa aKTMBHO PO3BMBAETbCA BKe TIOHAJ, IBA IeCATUPIYYsA, Ha-
pasinepeBakHa OiIbLICTD KpaiH CBiTY nepeOyBae /yiie Ha II0YaTKO-
BOMY eTarli popMyBaHHA HalliOHAIbHOI 3aKOHO/IaBYO0-TIPABOBOI Oa-
3V JIA1 PeTY/IIOBaHHA IUIATGOPMHOI 3aiTHATOCTI Ta 3aXMCTY COLiasb-
HO-TPYZOBMX IIpaB IpaniBHUKIB uudposux miardopm. [Tosask
cTaHoM Ha 6epeseHb 2025 p. B YKpaiHi Taka 6a3a IpaKTU4HO BifiCyT-
Hf, Hara/JIbHVM 3aBJJaHHAM € PO3po0OKa BITUM3HAHMX aKTiB 3aKOHO-
JIaBYO-TIPABOBOTO PETY/TIOBAHHA IUTAT(GOPMHOI 3alIHATOCTI, CIIPAMO-
BaHVIX Ha MiHiMi3anjito ii mpekapusaniiHoro norenujiany [1; 12].
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INocunenna mudpoBoi Ta conianbHOI HEPiBHOCTI Yepe3 06-
MeKeHMI AoCTyn A0 u¢poBUX CycHinbHuX 61ar i nudgposoi
cycninbHOI iHgpacTpykrypu. Y 2024 p. [enepanbHoo Acambreero
OOH o nepeniky unppoBux cycninpHux 6mar 6yno BigHeceHo:
mporpamHe 3abe3reyeHHs 3 BiIKPUTUM BUXiTHUM KOIOM; BiJKPUTI
mani; Bigkputi Mmopeni LII; BigkpuTi cTaHgapTH; BiIKPUTUIL KOH-
TEHT, 32 YMOBI, 11J0 BOHY BifJTIOBiJaTMMyTh HOpMaM KOH]iTeHIIiil-
HOCTI Ta iHIIMM 3aCTOCOBHMM MDKHApOSHMM 3aKOHaM, CTaHAAp-
TaM i Iepe/loBiil MPAaKTMILi, a TAKOXK He 3aBJIajyTh IIKOAM B Tajysi
CTaJIOr0 PO3BUTKY i1 3MOXKXYTb CIIPUATH 3[IiJICHEHHIO CIiBPOOiT-
HUIITBA Ta iHBecTULin y undposiit cdepi [8]. 3a BigcyTHOCTI N
obMexxeHoCTi OOCTYIly TPOMAJISH, 613Hecy, IHCTUTYLIIN TOLO JIO
BKa3aHUX IMQPOBUX CYCHIIBHMUX O1ar Ta IUQpPOBOI CyCHiNbHOI
indpacTpykTypu 3pocTaroTh «1uQppoBi po3puBm», 110 Befe KO HO-
cuIeHHs 1QPOBOI Ta COLliaTbHOI HEPiBHOCT.

3arocTpeHHA npo6ieM 6esnekn y nudpoBoMy ceperoBUILi
(kibepOe3mekn) — 1e OfVMH i3 HOBUX COIiaIBHUX BUKIMKIB,
o6ymoBeHnx nudpopisanier. 3 MeTo iX BUpIlIEHHS B YaCTUHI
3abe3IeyeHH MOACHKOI (IIepcoHanbHOI) kKibepbesnexu, [lmoban-
HUM II(PPOBUM IOTOBOPOM IiepefbaueHo Ha PiBHI Hal[iOHa/IbHUX
i MbKHapOIHMX CTPYKTYp IPOTUJAiATY BCiM popMaM HaCUIbCTBA,
BK/IIOYAIOUM CEKCya/IbHE Ta Te€HJEPHE, sAKe BUMHAETHCA 3 BUKO-
pUCTaHHAM IMPPOBUX TEXHOJIOTi I a00 MOCUITIOETHCS BHACTIIOK
ix 3acTocyBaHHsI, BCiM popMaM HEHaBUCHUIIBKVX BUC/IOBTIOBAaHb
i puckpuminanii, mommpenHs xn6Hoi iHpopmaii Ta nesindopma-
111, IbKYBaHHA B iHTepHeTi Tomo. Takox nependaueHo po3pooKy
Ta peaji3alilo HafiiHMX 3aXO[iB LIOJO0 3MEHIIEHHS PU3MKIB, 3a-
6e3redyeHHs 3aXMCTy KOHDIEHIITHOCTI i1 CBOOOAN BMpa>kKeHH:
HOITIAIB Y KibepmpocTopi.

ITocunenns 3arpos, 10 OB sI3aHi 3 COIiaTi3aIi€I0 TIOVHN Ta
MOTEHIIiTHO BeAYTh [0 ii COliaTbHOI AecTPyKIil. [lo TaKux 3ar-
PpO3 HajieXXaThb: Bi]MOBa BiJ| COLlia/IbHNX BiJHOCKH YU CIIiIIBHOT —
HAaC/IiTKOM CTa€ Collia/ibHa eKCKJII03isd; 3aMiHa Collia/IbHMX BiHO-
CUH 4Y) CIIIBHOT MEHII LIIHHMMM ajbT€pHATUBaMM; Jerpajalisd
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colia/IbHMX BiJTHOCMH YHAC/TiIOK BUKOPUCTAaHHA iHTEPHETY, CO-
LiaJIBHMUX MepeX, 10 IPOSIB/IAETbCS Y collianbHiit i3omsmii, 36ia-
HEHOMY CIIIJIKyBaHHi, 6e3Ky/IbTyp’i Ta arpecMBHOCTI, 37TOBMUCHI
comianbHil noBeninni B nudposomy npocropi (Kibepnepecniny-
BaHHs, KibepyioMmaranHs, KibepsansakyBaHHs ToOLo) [2].

Pestomyroun, 3a3Ha4MMO, 110 Y H1(POBY €HOXY BOXK/IVIBUM 3aB-
JAHHAM U1 MDKHApOJHUX CTPYKTYp 1 HalliOHa/JIbHUX YPAMIB €
CIIPVSTHHSA TTOCMIEHHIO COLIia/IbHOI CIIPaBeIMBOCTI Ta e)eKTUBHE
pearyBaHHs Ha COLlia/IbHi BUK/INKY 1M¢poBisanii ekoHOMIK i cyc-
ninbeTB. [ieBUM HigrpyHTsAM st GOpMyBaHHA HEOOXiTHUX pery-
JIATOPHMX MeXaHi3MiB, 30KpeMa, MOXyTb cTaTi po3pobneri OECP
PaMKOBi OCHOBYM BIIpOBa>KeHHs 1111(POBOI iHTErpOBaHOI MOMITHKY
(2020), y sixmx BMilIleHO CiM B3a€MOIIOB I3aHIX HATIPSIMIB A1iif: 1) moc-
TYII JO KOMYHIKaIliiTHOI iHppacTPyKTypy, HOCIIYT i JaHUX; 2) edek-
TMBHE BUKOPUCTaHHA LMQPPOBUX TEXHOJIOTN i maHux; 3) uudposi
inHOBaIIil Ta iHHOBaIlii, KepoBaHi JaHMMY; 4) TiffHa po6OTa IS BCIX;
5) comianbHe MPOLBITAaHHS Ta iHK/IIO3isA; 6) moBipa o undpoBoi
ernoxu;7) BiIKpUTicTh pUHKY B 1M(ppoBOMY bisHec-cepemopui [9].
Y Bumajxy KpaiH, [0 OXOIUIEHi IOBHOMACIITAOHOKO BilfHOIO, 30-
KpeMa YKpaiHy, i TocTKOHQIKTHUX KpaiH, 3a3Ha4eHi BUILe MTi/IX0-
IVl MaIOTh KOPUT'YBATUCA 3 ypaXyBaHHAM BiIIIOBIJHO peaIiil BOEH-
HOTO CTaHy Ta 3aBJjaHb IIOBOEHHOTO BiJTHOBJIEHHA.
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AMUTPEHKO TETAHA

KaHAMAAT EKOHOMIYHUX HayK, CTapLUUA A4OCAIAHNK,
3aBigyBad BiaAiny MixkHapoAHMX GiHaHCiB Ta PiHaHCOBOT
Oe3nekn BiaaineHHsa rn100anbHOT eKOHOMIKM

i MiXKHapOAHWX piHaHCIB,
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BO/IKOBA BA/IEPIA
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PEFYIATOPHUI NIAX1A AO OLIHKMU
TA YNPAB/IIHHA PUSUKAMMU
BUKOPUCTAHHA DeFi

B /IEFA/IIBALIMHUX OMEPALIAX
LLLOAO BIAMMUBAHHSA KOLUTIB,
OTPUMAHUX 3/I0YUHHUM LI/IAXOM

HeuentpanisoBani pinancu (DeFi) HagaooTs HeoOMe-
KeHI MOXXIMBOCTI /ISl pO3BUTKY (PiHAHCOBUX MOCITYT
y my6miuHux 6n0KdeitHax 6e3 HeoOXifHOCTI oTpu-
MaHH:A J03BO/Y Ta 3 BUKOPUCTAHHAM CMapTKOHTpPaK-
TiB. OfHaK Lie CTBOPIOE IIeBHi IMpoOIeMu I pery-
JIATOPHUX OPTraHiB y 60pOTh6i 3 IEBHUMM BUK/TMKAMIL:
3a0e3nevyeHHAM 3aXICTy CIIOKMBAYiB, PiHAHCOBOIO CTa-
OiNbHICTIO Ta 3aTI06iraHHIO HE3aKOHHUM J1ifIM, TaKIM
AK BiIMMBaHHA IPOLIEN.

Cite: Dmytrenko Tetiana, Volkova Valeria. Regulatory app-
roach to assessment and management of the risks of using
DeFi in legalisation operations related to money launde-
ring, obtained by criminal means. https://doi.org/10.15407/
akademperiodyka.545.024



PerynaTopHui nigxig A0 OLiHKKM Ta ynpaBAiHHA pU3nMKaMu BUKOPUCTaHHA DeFi

Mixnapopsi opranizanii — MbkHapogHuil BamrOTHNIT (OHT
(MB®) [3] i pymna po3pobxu piHaHCOBMX 3aXO/iB MPOTUALT BigMu-
BaHHIO rpoutelt (FATF) [2] — BifirparoTb BaXmMBY po/b y BCTAaHOB-
JIeHHi I7100a/IbBHUX CTaHAPTIB IIOZIO PEery/IIOBaHHSA KPUITOAKTUBIB.
Bonn Hafjar0Th KOMIUIEKCHI peKOMeH/Iallii, 1100 3MEeHIINTH PU3NU-
K11 BiTMMBaHHA Tpoleli Ta pinaHcyBaHHA Tepopusmy (IIBK/DT).

®ynkuionansunit miaxig FATF go perymoBanns chepu BipTy-
A/IbHUX AKTUBIB 30CEepeI KeHUII Ha [AiANbHOCTI KOMIIAHIN Ta
w1aTGOpM IOCTAYA/TbHUKIB IOCIYT, IOBS3aHUX 3 000POTOM
BipTyanbHux aktusiB (II[IBA) 3anexxHo Bix HaflaHNX HMMM IOC-
JIYT, @ He IXHBOIO TeXHOJIOTIYHOI0 peaisauieto. To6To, AKIIO cep-
Bic BUKOHYe yHK1ii, 1[0 BifnoBigaoTh BusHauenHo [1IIBA, Bin
3000B’13aHuUI foTpuMyBarycs craugapTis [IBK/OT [4].

Y >xoBtHi 2021 p. FATF Bnepe Bxkmounna DeFiy cBoi peko-
MeHpaljii 714 perymoBanHa AisnbHocTi IITIIBA, Haromomyo4n Ha
HeoOXiIHOCTi pery/ToBaHHs [[bOTO ceKTopa [4].

KepiBanurso FATF posrnsamano MoXIMBICTh BifHECEHHS [ie-
LeHTpali3oBaHHMX HomaTkiB (DApps), ixHiX BIacHMKIB, oreparo-
piB/po3pobHMKiB o kaTeropit [IIIBA B ToMy BUnafiky, AKIIIO BOHU
CIpUAITb 260 GAKTUIHO OOMIHIOIOTD YN MepeKas3yoThb HUQpoBi
akTyuBM. [IpoTe jaHe po3’sicCHEHH: BUK/IMKAIO 6arato o6roBOpeHb
cepeq Iep>KaBHIX PETY/LATOPIB i 6e3IocepeHbO YIaCHUKIB PUHKY.

Y noomy kepiBuniTBi FATF « Mi>kHaponHsi crangapTyt 60poTh-
6 3 BifMUBaHHAM KOWITIB Ta (iHAHCYBAaHHSAM TEPOPUIMY» PO3-
IIVPEHO MifXif 10 BU3HAUYeHHA JelieHTpaTi30BaHNX (piHaHCOBUX
nocnyr (DeFi) ta ix perymoBanHa. Oco6muBy yBary 3ocepefpkeHo
Ha BU3HAYEHHI BiIMiHHOCTEN MX JIELIEHTPa/li30BAaHUMU CEpBEp-
kiaienTcbkumu fomarkamu (DApps) i isuunuMm Ta OpUAMYHNI-
MM ocobaMy, IO HasmeXarb a0 yIpap/AlTh GpiHaHCOBUMM MO-
ciyramu 4epes Iii gopatku [1].

Bignosiguo no monoxxenp KepiBuuirea FATF pospobHukn
a6o oneparopu DeFi-mardopm, ki knacudikyrorbcs Ak [TI1BA,
IOBMHHI BiZITIOBilaTy BMMOTraM ILIOJO KOMIITTAEHCY, 30KpeMa
nomtuky «3Haii coro kinieHTa» (aurn. Know you client, (KYC)), i
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npouenyp IIBK/OT. [lenentpanizoBani aBTOHOMHI opraHisariii
ynpasniaHA DeFi-npoTokomamMy MOXXyTb ITONACTH IIif PEry/IIOBaH-
HS B pasi HasABHOCTi JOCTaTHBOTO KOHTPOMIO ab0 BIUIMBY Ha Lii
IPOTOKO/N. BCTaHOB/IEHI ITPOTOKON, AKi OBHICTIO (PYHKIIIOHYIOTD
aBTOHOMHO, 0€3 IIOCTiITHOTO KOHTPOJIIO Ta BTPYYaHH: 3 60Ky pos3-
pO6HUKIB a60 oIepaTopiB, 3 MEHIIIO BipOTiIHICTIO MiAIaAy Th Iift
BusHadeHHs IIIIBA. B inmomy Bunajgky, MOXXyTb HECTU BiJIIOBi-
AJIbHICTD 32 30epiraHHA KOHTPOJIIO IiC/IA JI0T0 3aITyCKYy.

Amnanisyro4n spocrarody ponb DeFi Ta ix iHTerpaniro B fisib-
HicTb TpafuIiiTHNX (PiHAHCOBUX PUHKIB, SIKa PO3ITIANAETbCA Y 3BiTi
Oprasnisanii ekoHoMiuHOrO criiBpo6iTHNUIITBA Ta po3BUTKY (OECP)
Bifg 19 ciunsa 2022 p. «Homy menenrpanisosani ¢inancu (DeFi)
Ba)X/IMBI Ta 5Ki Ije Ma€ MOITUYHI HacmiKn» [8], MO>kHa 3po6uTH
BUICHOBOK, 110 BopgHOo4ac DeFi Mae Taki 6e3ymoBHi IiepeBaru y ce-
pi po3BuUTKY iHHOBawiit Ta piHaHCOBOI iHK/MO3I], 3 iHIIOrO OOKY,
OepyTbcsa mo yBarym pusuku BukopucrtanHsa DeFi Texnommoriii,
30KpeMa BiICYTHICTb perylIroBaHHA, O € 3arPO30I0 B NiA/IbHOCTI
¢inancoBoro punky. OECP akieHTye yBary Ha po3poO1li IO THK,
sKi TIOEAHYIOTh CTUMY/IIOBaHHsI iHHOBAIlil i3 3axoamMu 6e31eK.

3pir banky MiHapopHux pospaxyskis (BIS) cBigumrp mpo
CTpiMKe 3pOCTaHHA BapTOCTi KpunroakTusis y DeFi-nogaTkax Ha
6nokuerini Ethereum: 3 MeHm Hi>k 2 M gonapis y mumHi 2020 p.
1o 100 mnx monapis y nmucromnani 2021 p., mo feMoHcTpye 50-Kpat-
He 30i/1blIIeHHA IXHbOI KaniTasisanil. [6] Lle, 6esymoBHO, CBiunTh
npo Te, mo DeFi € 3HauHNM cerMeHTOM (PiHAHCOBOTO PUHKY, IIep-
CIIeKTVMBHOIO CepOolo JI0TO Ais/IbHOCTI Ta, BPaXOBYIOUM BUK/IMKIL,
NOB’A3aHi 3 0e3NeKOI Ta YIpaBIiHHAM pMU3MKaMu, HOTpebye
6inbII peTenbHOI yBaru 3 60Ky Aep)KaBHUX PeryIATOPiB.

Taxoxx y 3Biti BIS 3a3naueHo, mo mwiargpopmu ta gogatku DeFi
CTBOPIOIOTb HU3KY PM3MKIB, AKi IpUTaMaHHI CaMill TEXHOJIOTii
posnopinenoro peectpy (DLT), inmmi — yepe3 iHHOBaI11ii B apxXiTek-
Typi it po6oTi Takux mwratdopm i goparkis. Ciif 3ayBa>knTy, 110
IIOCTABJIEHNI 1 aKIJ€HT Ha BOJIATU/IbHOCTI LIiH HAa KPUIITOAKTUBY,
110 OCUIIE BpasnmuBicTh puHKY DeFi o Bukopucranus itoro B
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3nounHHKX ninax. Tak, y 2021 p. i3 DeFi-npotoxonis 6yno Brpa-
4yeHO Onmuspko 1,4 My monmapiB 4Yepes KOMITIOTEpHI Iporpamm
(ecIuIoiTH) Ta IOMM/IKYM Y CMapTKOHTPaKTax. ToMy mocuneHHA
3axofiiB 6e3IeKy, BIPOBA/PKEHHS ayJUTy CMapTKOHTPAKTIB /I
3MEHIIIeHHA PM3MKIB € aKTya/IbHUMM 1l HeOOXi[HMMY KpOKaMM B
PO3BUTKY ITpo30poi pissnbHOCTI DeFi.

BpaxoByroun nocunenns riuo6anisaunii gisurbrocti DeFi, OECD
ta BIS mifgxpec/iorTh BX/IMBICTb Mi>XHAPOJHOTO CIIBPOOITHUIITBA
/1 BUBHAYEHHS IOPUCOMKIII pO3pOOKM Ta 3[iiiCHEHHS HisIbBHOCTI
1ux wiaThopM i goatkis Jyist 3abe3nedeHHs epeKTNBHOTO KOHT-
pomto Hap DeFi. 3BiTu BkasyoTh Ha Te, 10 MOTPIOHO 3amydnTn
PO3pOOHNUKIB IPOrpaMHOro 3abe3edeHHs O 00rOBOPEHHs CTBO-
PEHHA PErynATOPHUX IOMITUK, AK i pEryIATOPHUI KOHTPO/b ap-
xirektypu DLT-cucrem. Takox ixHi pekoMeHfallii cIpsAMOBaHi Ha
YCYHEHHS HOPMAaTMBHUX IPOTalMH i MiHIMI3allil0 TPAaHCKOP/OH-
HOTO Pery/IATOPHOrO apbiTpaxky 3a JOIIOMOTOIO Y3TOXKEHOI MOJTi-
TUKJ CTAaHJAPTIB Ta CIiBIIpalli.

Permament MiCA [5] cTocyeTbcsi mepeBaXKHO IjeHTpasi3oBa-
HIYIX IUTATQOPM Y KPUIITOBA/IIOTHIN iHAycTpii, a mono DeFi — To
Jioro BIUIMB oOMexxeHmit. Y nmorouHiit Bepcii MiCA penjenTpaiso-
BaHi iHaHCHU He BXOJATD y chepy iep>KaBHOTO PeTY/II0BAaHHS, ajle
po3pobuukn Ta oneparopu DeFi-mmardopm MoXyTh mipmasatu
[l peryaoBaHHA, AKII0 BOHM KOHTPO/IIOITh BiilIOBiAHI IIPOTO-
KO/Y 200 HafIal0Th Bi/iIOBiTHI QiHaHCOBI MOCTyTH.

OcHoBHi acnekTu posumpeHHs cepu perymosaHHsa MiCA
st DeFi — pospo6ka BUMOT 1110710 ITPO30POCTi Ta 3BITHOCTI IIaT-
dopwm, ski MoXyTb fisTu sk [IIIBA, perynanis o6iry creitbnkoiHiB
(BB Ha DeFi-npoTokony, 1o iHTerpytorhb cTeitbnkoinm). 3aca-
1, po3kputi B MiCA, cTBOPIOIOTH 623y /151 MOXX/IMBOCTI ITOfa/Ib-
IIOTO JOCIifKeHHA Y cdepi perynanii DeFi ra nepen6avaoTs Mo-
HiTopuHTr DeFi 114 oLjiHKM pU3MKIB 1 MOXX/IMBOTO BIIPOBA/>KEHH A
pery/moBaHHA HYMH y Mali0y THbOMY.

BpaxoBytoun Te, 110 6araro DeFi-mmatdopm yce-Takm kepyrorb-
sl 3a TOIIOMOTrOI0 aBTOHOMHUX opraHizaninn (DAQO), BUHMKAIOTh
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ckmapHoLi B igeHTudikauii Ta BUsHaYeHH] BijIOBiTaIbHMX 0Ci0,
[0 BIUIVBA€ Ha IIPOIleC PO3POOKYU ePeKTUBHUX PEryIsTOPHUX
MexaHismiB. IlIBupkuii TeMn po3BUTKY i1 HOBi ¢iHaHCOBi mpo-
NYKTH YCK/IQ[fHIOIOTb PO3POOKY Ta MPUITHATTS e(peKTUBHUX pery-
JATOPHUX MEXaHi3MiB.

B ony6nikoBanoMY mokyMeHTi MiKHapOZHNUIT BaIIOTHUI QOHT
(MB®) «BipryanbHi akTiBy Ta 60poTh0a 3 BiIMUBaHHAM IpOILIe
i piHaHCYBaHHAM TepOPU3MY: [iesIKi OPUANYHI Ta IPaKTUYHI Mip-
KyBaHH:A» [3] 30cepe/pKyeTbcs yBara Ha pUsuKax BUKOPUCTAHHSA
(iHaHCOBVIX TeXHOJIOTI! Y BifMUBaHHi rpoeit, piHaHCyBaHHi Te-
popusmy i posnoscromKeHHi 36poi MacoBoro ypaxeHnss [7]. [Joky-
MEHT OXOIIIIO€ PUAMYHI Ta ONlepaliifiHi aCIIEKTH, CIIPAMOBaHi Ha
IIOCVJIEHHA PETYIATOPHOIO HAIIALY.

Ilns rapanTyBanssa gorpumanis sumor [IBK/OT y ungposux
cepemoBuIIax, Takux siKk DeFi, HeoOxigHo BpoBaguty edekTnBHI
pery/IATOpHi pillleHH:: 30KpeMa, BUKOPUCTAHHS OJIOKYeiTHY — /L
HaJJaHHs 0e3MeYHol Ta IPO30poi IepeBipKM 0coOM; 3amMC TPaH3-
akuiin y DLT-peectp — 14 migBuieHHA IPO30POCTi AifA/NIBHOCTI
y4acHukiB DeFi; 3amobiraHHs maxpaiicTBy, HapTHEpCTBa MK
w1aTopMaMy, peryIATOpaMiu Ta eKCIepTaMy — I po3poOKu
CTaH/IapTiB caMoperyToBaHHA i 00MiHy iHpopMali€w.

PerynroBanHs B ramysi DeFi € HeoOXigHUM 11 BUpIlIeHHS TN-
TaHb IIPABOBOIO 3aXMCTYy YYaCHMKIB PUHKY. be3 Hame)XHOro KOHT-
POJIIO B YMOBaX Bi/ICYTHOCTI IOPUANIHOTO 3aXMUCTY KOHGIIKTY MiXK
y4aCHMKaMM LUX IVIATHOPM € CKIIAJHVIMU IJIS1 BpEeryTIOBaHHA.

3araniom DeFi moxxe nipBuiyty eeKTUBHICTD AisMbHOCTI ¢i-
HAHCOBOI CMCTEMM 3a YMOBH JIOTO CTA/IOr0 pO3BUTKY Ta BIIPOBaJ-
JKEHHSA BIJTIOBIIHUX PErylIATOPHUX 3aX0fiB. JlOKa3oM IIbOro €
onosneHHA KepiBHuUTB FATF mopo misnprocTi IITIBA mursaxom
posmmpenns cranpgapris [IKB/®OT Ha cdepy menentpanisopa-
HuX ¢iHaHciB. BayxmBuM KpokoM o po3BUTKY AismbHOCTI DeFi
y ro6anbHiit piHaHCOBIIT CUCTEMI € ypaXyBaHHS YHIKaJIbHUX Xa-
pakrepuctuk DeFi Ta 3 36epexxenHs 6anaHcy MK iHHOBaIisAMu 11
PerynATOpHUMM BUMOTaMI.
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Introduction. In the era of quick technological expan-
sion, artificial intelligence (hereinafter AI) has emerged
as a transformative force, reshaping social, economic,
and political landscapes. While Al-driven innovations
hold immense potential to enhance efficiency and prog-
ress, they also challenge fundamental human rights,
particularly equality and human dignity. Human rights
protection is a cornerstone of international law, rooted
in the recognition that every human being, regardless of
nationality, socioeconomic status, or geographical loca-
tion, deserves to be treated with fairness, respect, and
autonomy. However, as Al systems become increasingly
embedded in decision-making processes, concerns re-
garding algorithmic bias, data privacy, and the under-
mining of human agency have intensified, notably in
the developing world, where regulatory frameworks
and digital literacy may be less robust.

At the heart of global legal and ethical discourse lies
the principle that, on the one hand, human beings must
remain the central focus of technological progress, and
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on the other hand, Al should serve humanity rather than dictate the
conditions of human existence. Moreover, in spheres such as access to
employment, social services, or justice, the risk of Al-driven discrimi-
nation raises pressing concerns about the aggravation of existing in-
equalities. Vulnerable populations, mostly in regions with limited insti-
tutional safeguards, face a high risk of being sidelined if Al is deployed
without adequate oversight or human-centred design principles. Mo-
reover, the necessity of ensuring that individuals are not only protec-
ted from potential abuses of AI but also equipped with the knowledge
and legal mechanisms to navigate this growing landscape is crucial.

The explosion of Al technologies presents profound implica-
tions for the protection and enrichment of fundamental human
rights. This article examines the dialectical relationship between Al
and human rights, such as equality and human dignity, as founda-
tional principles within international human rights law. The analysis
compares the potential of these technologies against their capacity
to establish or intensify existing inequalities, contextualising this
discussion within the evolving international legal framework. Through
a critical analysis of this technological paradigm shift, this article
argues for a rights-based approach to Al governance that prioriti-
ses human dignity and equality as unshakeable principles.

Human Dignity as a Cornerstone of Human Rights in the
Age of AI. Human dignity is an essential characteristic of every in-
dividual and a fundamental value that must be protected. The Univer-
sal Declaration of Human Rights (hereinafter UDHR) (1948) [19]
explicitly affirms this principle in Articles 1 and 5, stating that “all
human beings are born free and equal in dignity and rights,” gifted
with reason and conscience, and should act towards one another in a
spirit of brotherhood. Furthermore, it establishes a categorical prohi-
bition against torture and cruel, inhuman, or degrading treatment or
punishment, reinforcing the inviolability of human dignity.

The worth of dignity as a legal and ethical imperative has been
further articulated in international human rights instruments. It is
needed to stress that the International Covenant on Civil and Political
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Rights (hereinafter ICCPR) (1966) [13] in Articles 7 and 10 pro-
hibits torture and cruel, inhuman, or degrading treatment and
mandates that all persons deprived of liberty be treated with hu-
manity and with respect for the inherent dignity of the human per-
son. Similarly, the Convention Against Torture and Other Cruel,
Inhuman or Degrading Treatment or Punishment (1984) [6] and
the European Convention on Human Rights (hereinafter ECHR)
(1950) [10] both enshrine human dignity as a protected principle,
recognising that any violation of dignity constitutes an assault on
the fundamental values of democratic societies.

The United Nations Charter (1945) [17], alongside the prohibi-
tion of ill-treatment, underscores the broader role of dignity in shap-
ing global legal and political order. In essence, the Preamble explicitly
commits member states “to reaffirm faith in fundamental human
rights, in the dignity and worth of the human person, in the equal
rights of men and women and of nations large and small.” This com-
mitment extends beyond the protection of individuals to the foun-
dation of international relations, ensuring that human dignity remains
a guiding principle in governance, diplomacy, and global justice.

In addition, the European Court of Human Rights (hereinafter
ECtHR) has reinforced this understanding, consistently interpreting
human dignity as a foundational right that underpins all other
rights and freedoms enshrined in the ECHR. The Court has held
that respect for human dignity and freedom forms the essence of
the Convention, emphasising the principle of inviolability of hu-
man dignity, even when rights are subject to lawful limitations [15].
Taking into account the above, jurisprudence of the ECtHR has
demonstrated that national restrictions on individual rights must
always be assessed through the lens of dignity, ensuring that state
actions do not undermine the intrinsic worth of the individual [7].

It is worth mentioning that, following Article 1 of the Charter of
Fundamental Rights of the European Union (2000) [5], “Human dig-
nity is inviolable. It must be respected and protected.” It places dignity
at the core of its legal framework. Furthermore, in the broader
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European legal order, the principle of dignity has played a crucial
role in the gradual development of a unified constitutional tradition.

Consequently, common constitutional values — including hu-
man dignity, human rights, and the rule of law — serve as the foun-
dation for democratic governance and legal harmonisation across
Europe. This approach aligns with the general European concept of
freedom and democracy, which has been progressively shaped by
shared constitutional traditions emphasising the primacy of the
individual in legal and political structures.

Al and the Challenge to Human Dignity. Alongside the accele-
ration of technological innovations, new challenges arise concerning
the preservation of human dignity in digital and automated environ-
ments. Human beings exist in a social framework where they contribu-
te to and benefit from societal progress, expecting reciprocal guaran-
tees for their protection and well-being. While fundamental aspects of
human life remain constant, cutting-edge technologies introduce new
ethical and legal dilemmas that require meticulous rethinking and
careful scrutiny to prevent the undermining of dignity.

From the philosophical foundations of Aristotle and Platon to the
theological doctrines of Augustine, John Chrysostom, and Thomas
Aquinas, dignity has evolved into a well-defined legal and moral con-
cept. The Renaissance and Reformation further reinforced the recog-
nition of human worth, providing the intellectual basis for the ideas of
Hobbes, Locke, Grotius, Montesquieu, and Rousseau, who viewed
dignity as intrinsic to human existence. These historical developments
laid the groundwork for the modern legal recognition of dignity, em-
phasising that states must view individuals not merely as instruments
of policy but as autonomous beings with inherent worth [2].

In this context, AI-driven decision-making systems present a dual
challenge: (1) while they offer vast opportunities for innovation, they
also (2) risk depreciating fundamental human rights by reinforcing
inequality, enabling intrusive surveillance, and reducing individuals
to mere data points in algorithmic processes. A purely instrumentalist
approach to AI, where human beings are seen as objects of analysis
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rather than subjects of rights, might lead to contradicting the core
international law principles. Therefore, AI must be governed by
ethical and legal frameworks, simultaneously prioritising human
dignity, ensuring that technological progress does not come at the
expense of fundamental freedoms.

The recognition of dignity in international law must be operatio-
nalised via concrete legal and social mechanisms. Merely defining
dignity as a legal principle is insufficient. It requires robust mecha-
nisms to prevent Al-driven violations, such as discriminatory algo-
rithms, biased decision-making systems, and the commodification
of personal data. Furthermore, key areas of concern have to be revie-
wed. Firstly, Al must be designed and implemented in a way that
prevents racial, gender, and socioeconomic biases, ensuring equality
in access to opportunities and resources. Secondly, Al must respect
individuals’ right to control their personal data, aligning with the
General Data Protection Regulation (hereinafter GDPR) [11; 19]
and other privacy laws. Thirdly, Legal frameworks must mandate
clear decision-making processes in Al systems, ensuring individuals
can challenge unfair or harmful outcomes. Finally, human rights im-
pact assessments must be integrated into Al research and deploy-
ment, ensuring alignment with dignity-centred legal principles.

The Connection Between Al and Human Rights. A offers un-
precedented opportunities for advancing human rights through en-
hanced access to fundamental services and greater societal equity.

Firstly, when deployed with appropriate safeguards, Al systems
can serve as powerful instruments for realising rights enshrined in
the Universal Declaration of Human Rights (hereinafter UDHR) [19].
These technologies demonstrate certain promise in expanding ac-
cess to essential services in healthcare, education, and legal assis-
tance, thereby advancing the right to “a standard of living adequate
for health and well-being” under Article 25 of the UDHR [19].

Moreover, properly calibrated algorithmic systems hold the po-
tential to mitigate human biases that have historically undermined
the principle of equality. Contrasting human decision-makers, Al
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systems can be rigorously tested, audited, and continuously improved
in order to minimise discriminatory outcomes. This capacity aligns
with the United Nations Recommendations on the Ethics of Artificial
Intelligence (2021), which stipulates that such systems must be “de-
signed in a way that respects, protects and promotes human rights
and fundamental freedoms” [18, p. 7]. In addition, the empowerment
of marginalised communities represents another dimension of AI’s
emancipatory potential. Translation technologies that transcend lin-
guistic barriers, assistive technologies that enhance accessibility for
persons with disabilities, and data analytics that illuminate patterns
of systemic discrimination collectively contribute to the realisation of
Articles 19 and 27 of the UDHR, which protect freedom of expres-
sion and the right to participate in cultural life, respectively.

Secondly, despite these promising applications, the deployment
of Al technologies raises significant human rights concerns. Algo-
rithmic systems trained on historically biased data frequently repro-
duce and amplify existing social inequalities, constituting a direct
contravention of Article 7 of the UDHR, which establishes equality
before the law and equal protection against discrimination. Empirical
evidence demonstrates that facial recognition systems exhibit sig-
nificantly higher error rates for women and people with darker
skin [3], while recruitment algorithms have been documented to
systematically disadvantage certain demographic groups [9].

There is no doubt that the expansion of Al-enabled surveil-
lance capabilities poses a substantial threat to the right to privacy
enshrined in Article 12 of the UDHR and Article 8 of the European
Convention on Human Rights [10]. The incorporation of facial re-
cognition technologies in public spaces, predictive policing meth-
odologies, and social scoring systems creates unprecedented envi-
ronments of continuous monitoring that fundamentally undermi-
ne human dignity by violating autonomy and generating inadequate
reactions to protected expression.

Furthermore, the opaqueness that characterises many Al sys-
tems — commonly referred to as the “black box” problem — raises
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profound questions of procedural justice. The inscrutability of al-
gorithmic decision-making processes contravenes the right to a
fair and public hearing articulated in Article 10 of the UDHR by
precluding individuals from effectively challenging determina-
tions that affect their fundamental rights. The UN General As-
sembly resolution on rights and digital innovation (2021) ad-
dresses this concern, emphasising the necessity of explainability
in Al systems that impact human rights.

Thirdly, the international community has increasingly recognised
the necessity for specialised normative frameworks to address the hu-
man rights implications of Al technologies. Interestingly, the UNESCO
Recommendation on the Ethics of Artificial Intelligence (2021) [18]
represents the first global normative instrument in this domain, which
contributes to establishing principles for ensuring that Al technolo-
gies advance human flourishing. These paramount provisions expli-
citly refer to human dignity and equality as unwavering values.

Furthermore, the European Unions proposed Artificial Intelli-
gence Act [2] stipulates the most comprehensive regulatory frame-
work for Al governance globally, adopting a risk-based approach that
imposes tiered obligations based on an AI system’s potential to ad-
versely impact fundamental rights. This legislative initiative establish-
es stringent requirements for high-stakes applications, including ro-
bust documentation, transparency, and human oversight provisions.

Another crucial thing that should be mentioned is that the
Council of Europe’s modernised Convention 108+ [14] extends tra-
ditional data protection principles to address contemporary chal-
lenges posed by automated processing and algorithmic decision-
making. Concurrently, the UN Guiding Principles on Business and
Human Rights [16] establish that technology companies bear re-
sponsibility for respecting human rights and providing remedies
for harmful impacts resulting from their operations.

Towards Rights-Based AI Governance. The necessity for
rights-based Al governance has never been more noticeable. Given
that these technologies continue to convert fundamental aspects of
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social, economic, and political life, regulatory frameworks must
centre human dignity and equality as non-negotiable principles.
This requires a multifaceted approach involving robust legal protec-
tions, technical safeguards, and institutional oversight mechanisms.
First, legislative frameworks must establish clear boundaries re-
garding permissible applications of AI technologies, with particular
scrutiny applied to high-stakes areas where fundamental rights may
be jeopardised. This should (1) mandate algorithmic impact assess-
ments before deployment, (2) establish meaningful transparency
requirements, and (3) ensure effective remedies for rights violations.
Second, technical standards must evolve to embed human
rights considerations throughout the AI extension growth. This in-
cludes (1) diverse and representative training data, (2) rigorous
testing for discriminatory impacts, and (3) explainable architec-
tures that facilitate meaningful human oversight and contestability.
Finally, institutional mechanisms must be strengthened to pro-
vide effective, meticulous control and enforcement. This includes
(1) specialised regulatory bodies with appropriate technical exper-
tise, (2) robust civil society participation, and (3) judicial capacity
to adjudicate complex cases involving algorithmic harm.
Conclusion. The relationship between artificial intelligence and
human rights presents one of the essential challenges of our era. While
these technologies offer unprecedented opportunities to advance hu-
man dignity and equality, they simultaneously introduce novel threats
to these fundamental principles. International legal frameworks have
begun to address these challenges, though substantial gaps remain.
Although we navigate this technological transformation, we
must insist upon governance frameworks that prioritise human
flourishing above technical innovation for its own sake. The princi-
ples enshrined in international human rights law — notably equality
and human dignity — must serve as non-negotiable foundations for
Al development and deployment. Only through this rights-based
approach can we harness the potential of AI while mitigating its ca-
pacity to undermine the very rights it might otherwise advance.
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Human dignity, as recognised in international law and philosoph-
ical tradition, is not only a legal norm but a fundamental pillar of a
democratic society. In the face of AT's rapid expansion, the legal system
must guarantee the respect of dignity and inviolability. The processes
of implementation and application of AI must reflect the principles
embedded in the UDHR, ICCPR, ECHR, and the UN Charter, rein-
forcing the ECtHR's practice on the primacy of dignity. By imple-
menting strong legal and ethical safeguards, societies can ensure that
Al serves as a tool for human progress rather than a mechanism for
exploitation and control. The ongoing challenge lies in balancing in-
novation with fundamental rights, ensuring that technological devel-
opment correlates with the core values that define humanity itself.
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The purpose of this research is to analyze the activity
of Intl. organizations in Ukraine and the financial le-
gal relations concerning its methodological founda-
tions, doctrinal implications, and legal consequences.
The paper deals with the classification of the legal en-
tity and the impact of some intergovernmental and non-
governmental financial organizations on the drafting
of financial law in Ukraine. Also covered is the emer-
gence of blockchain technology, DeFi, and Al regula-
tion in digital finance law and their consequences on
the law of finance.

The legal system of Ukraine should grant reve-
nue-producing institutions within intergovernmental
organizations special standing and importance as part
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of the Ukraine’s financial legal system. The research studies the cont-
ribution of those intl. organizations in financial, budgetary, tax,
customs, and banking structures and processes and their relations
with citizens and legal entities of Ukraine. In addition, it studies
other phenomena resulting from the broad use of financial tech-
nologies based on blockchain and AL

Methodological Approaches To Financial Law Relations With
International Institutions. International law of finance is studied
from the perspective of international financial relations develop-
ment and its taxonomy. The studied subjects include particularities
of international financial legal relations, the international treaties,
and the arbitration awards as sources of law. Moreover, the paper
discusses the phenomenon of emergence of the so called hyperde-
centralized finance, “smart” contracts, and the relations of these
systems with international financial law.

The Contribution of International Organizations To Finan-
cial Law Relations And Digital Currencies. It provides an inter-
governmental and nongovernmental international financial orga-
nization taxonomy, transnational corporations and international
regional economic organizations. The research focuses on the inter-
national legal personality of these organizations and their impacts
on global financial governance. The FATA and EBA roles in form-
ing rules for blockchain-based financial transactions and decentra-
lized finance are under scrutiny.

Action by International Bodies in International Budgetary;,
Taxation and Digital Financial Relations. The budgetary legal re-
lations of countries receives a noticeable attention from interna-
tional organizations when it comes to the development of legal in-
struments such as policies and their budgets. The Europe’s Council,
UNESCO, WHO, and UNICEEF are noteworthy programs and pol-
icies and policy instruments which aid in the financial management
of countries. For instance, WTO, UNCTAD and other regional
organizations also influence border economic activities by setting
trade and customs policies which are Aids Ukraine’s investment in
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economic policies. The research also addresses the emerging issues
of tax compliance and transparency through blockchain technology
and associated challenges regulations as barriers.

Financial-Control, Regulation of the Blockchain and Banking
Relations. The financial scrutiny of international organizations en-
sures that correct processes are followed in the allocation of reserves
to various projects in the country. This chapter examines the reper-
cussions of the alliances such as IMF, World Bank and European
Central Bank on the monitoring and monetary politics in Ukraine.
Besides, global financial clubs and creditor unions such as the
London and Paris Clubs enhance economic stability to debt. The
research also examines regulation concerning the application of
blockchain technology, smart contracts, decentralized finance
(DeFi) powers and Al in the financial services industry.

Conclusions and Prospects for Legal Reforms. The World
Bank and International Monetary Fund are extremely important to
Ukraine’s economic legal order because they aid in the achievement
of Ukraine’s full regulatory development, economic integration and
harmonization of laws to international standards. The study seeks
to propose legislative reforms that will enable Ukraine to intensify
relations with international financial institutions and adjust the
institutional structure for financial legal relations. Also, introducing
blockchain as an underlying technology for the financial governs
serve the purpose of increasing the transparency and effective-
ness of governance and control.
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Russias recent shift on crypto assets Historically, Russia’s
stance on crypto was changing back and forth depen-
ding on various factors. Going back to 2021 and just the
beginning of 2022 (before the war with Ukraine), the
Central Bank of Russia (the “CBR”) — Russia’s main fi-
nancial regulator — was a vocal critic of all things crypto.
On 20 January 2022, the CBR published a consulta-
tion paper [9] which proposed a blanket ban of crypto-
currencies on Russian territory, citing threats to finan-
cial stability, citizens’ wellbeing and sovereign monetary
policy. The CBR said that cryptoassets displayed as-
pects of a financial pyramid and warned it could be
used to “service illegal activities”

The Russian Security Service (FSB) also advocated
for the ban, saying that Russians were using crypto to
donate to undesirable organizations and ‘foreign agents.

In its consultation paper, the CBR proposed:

e to prohibit the issue and/or circulation of cryp-
tocurrency inside Russia (including through cryptocur-
rency exchanges);

e to prohibit Russian financial institutions, finan-
cial intermediaries and the country’s financial infra-
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structure from trading cryptocurrencies and creating related fi-
nancial instruments;

e to prohibit cryptocurrency mining in Russia.

There was no proposed ban for Russian citizens to hold crypto-
currencies or trade cryptocurrencies abroad.

At the same time, the CBR reported that the volume of transac-
tions of Russian citizens with cryptocurrencies reached USD 5 billion
in 2021, and Russian citizens were active users of Internet platforms
that trade cryptocurrencies.

In addition, the CBR noted that Russia was among the leaders
in terms of crypto mining capacities globally.

A month later, in February 2022, Russia invaded Ukraine and
unprecedented packages of sanctions were imposed on Russia, inc-
luding:

e SWIFT ban imposed on major Russian banks and their sub-
sidiaries;

e US, EU, and UK freeze around USD 300 billion in Russian
sovereign reserves;

e major Russian Banks were designated;

¢ a ban on the provision of high value crypto assets to Russian
persons (over €10 000 [12]);

e a ban on the provision of crypto wallets to Russian persons.

As of 2024, we can see a completely different picture in Russia:

¢ Crypto mining is legalised in Russia. Russia is second largest
crypto miner in the world by its mining capacity.

e Cryptocurrencies are legalised for the use in cross-border
settlements.

e Putin calls cryptocurrencies “a very dynamic and promising
direction of the modern economy”.

e CBR reported that as of September 2024, the amount of
assets on the wallets of cryptocurrency exchanges belonging to
Russian users is 651 billion Rubles [8] (USD 7,4 billion).

According to Chainalysis’ reports and its Global Crypto Adop-
tion Index, Russia rose from 13th place in 2023 to 7th place in 2024
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in level of embracing crypto after the war with Ukraine had begun [11].
In 2024, cryptocurrencies worth USD 182,44 billion came to Russia [2].
Sanctions and the complications they cause with international
settlements and transactions have been accelerating the use of
cryptocurrency in Russia for the third year in a row. However, the
rise in the ranking by 6 positions is most likely because the govern-
ment began to actively regulate crypto payments in 2024, thereby
opening up prospects for the expansion of legal crypto business.

New Russian legislation related to crypto assets. Legalisation of
using crypto assets in cross-border trade. In July 2024, the State Duma
passed the law allowing for crypto assets to be used in international
payments [7]. The law came into force on 1 September 2024, and,
according to the new legislation, businesses were allowed to use
cryptocurrencies for cross-border trade within the experimental re-
gime and crypto payments trials were set to begin in September 2024.
Elvira Nabiullina, the governor of the CBR, said that the payments in
crypto were set to be launched already by the end of 2024 [3].

The experimental regime is not public and the information about
its participants and the number of transactions is not being published.
However, Russian finance minister Anton Siluanov said in Decem-
ber 2024 that Russian companies are beginning to embrace cryptocur-
rencies for cross-border transactions and that “As part of the experi-
mental regime, it is possible to use Bitcoin, which we had mined here in
Russia”. Siluanov expressed confidence that the use of crypto assets in
international trade will expand and develop further in 2025 [15].

Rosbank, one of the Russian Federation’s most important fi-
nancial institutions, was reported to become the first major bank
to offer cross-border transactions in cryptocurrency. Under the
process, Russian companies that opt to pay for imported goods or
services in cryptocurrency may do so after arranging with the sup-
plier and indicating the wallet from which it will pay. The supply-
ing company then would issue an invoice that includes the amount
due in cryptocurrency and its receiving wallet address. Once the
contract is signed, the purchasing company deposits the owed
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deposits the owed
amount in fiat cash into
its Rosbank account

Russian companies
that opt to pay for
imported goods or
services in
cryptocurrency

indicates the wallet
from which it will
pay to supplier

Rosbank

trasfers
the money

issue an invoice that
includes the amount
due in cryptocurrency
and its receiving

uses the money to buy the

wallet address desired cryptocurrencies from
Out-of-Russia ﬂ “friendly” nations and then
supplier forwards it to the supplier |

Fig. 1. Rosbank: pioneering cross-border crypto transactions

amount in fiat cash into its Rosbank account; Rosbank then trans-
fers the money to third-party partner institution B-Crypto, which
uses the money to buy the desired cryptocurrencies from so-called
“friendly” nations and then forwards it to the supplier [6].

B-Crypto has since been sanctioned. Crypto assets recognised
as property and taxation of crypto assets. In November 2024, Vla-
dimir Putin also signed a law officially designating crypto assets as
property, laying the groundwork for taxation and regulation with-
in the sector [5].

Under the new law, mining and selling digital currencies are
exempt from value-added tax (VAT), and no taxes apply to organi-
sations facilitating transactions within the experimental regime.
However, mining operators must report users of their infrastruc-
ture to tax authorities.

Instead, earnings from cryptocurrency transactions will be taxed
similarly to securities income, with a 15 % personal income tax cap
on crypto-related profits.

From the beginning of 2025, corporate profits from mining are
subject to a 25 % tax.
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Legalising crypto mining and its regulation. In summer 2024, a
law was enacted to legalise cryptocurrency mining in Russia [1]
which came into force on the 1 of November 2024.

The new law required commercial miners and data centre opera-
tors to register in a government database, report operations and
comply with regional energy consumption limits. Individual miners
can operate without registration if their energy consumption stays
below government-set limits.

The government can restrict mining in energy-deficient regions
and adjust power supply conditions for previously connected mining
operations.

The legislation also set guidelines for foreign partnerships and
cross-border operations, allowing for Russian-mined cryptocurrency
to be used for international settlements.

Bitcoin mining in Russia. Crypto mining is a big part of the
whole scheme of how Russia is trying to bypass Western sanctions.
I am referring here to Bitcoin mining (as opposed to crypto) —
this is because 90 % to 95 % of all the crypto mining activities in
Russia are focused on bitcoin.

Russia has recently emerged as the second largest crypto miner
globally, after the US. The growth of mining capacity in Russia was
to be expected:

e Vast remote areas with cheap electricity. Crypto mining
farms are often based within the sites of the strategic energy objects
(like hydroelectric station or power plant).

¢ Cold climate, allowing miners to save considerable costs on
cooling equipment for their mining farms.

¢ China’s blanket ban on crypto in 2021 has pushed crypto mi-
ners from China into Russia.

e Sanctions — shortage of hard cash, but with a surplus of oil
and natural gas.

Russia had to divert its energy flow from EU in 2022 and was
left with large excess capacity. With bitcoin mining Russia could
offset energy supply losses and convert energy into crypto.
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Between 2017 and 2021, the revenue from crypto mining in Russia has reportedly
increased 18 times — from around USD 2 billion in 2021.

Between 2017 — 2023, the volume of indu

As of early February 2022, before the Russian invasion of Ukraine and the
imposition of unprecedented sanctions on Russian Federation, cryptocurrency
worth about USD 4 billion wad being mined in Russia, and Russia had the world’s

third largest crypto mining industry, behind the United States and

A year later, by the end of March 2023, Russia has become the second most powerful
cryptocurrency mining country, after the United States. In Russia, about 53,000
bitcoin worth approximately USD 3.5 billion was miined in 2023.

number of

Fig. 2. Some statistics regarding crypto mining in Russia

Sanctions put extreme pressure on banking support for Russians
inside the country due to shutdown of corresponding bank rela-
tionships and limited ability to make payments outside of Russia.

This pushed more people inside Russia to look for ways to con-
vert their Ruble-based capital into liquid alternatives such as BTC
and stablecoins. Bitcoin mining became a tool for dealing with
capital flow control (spend Rubles and get BTC).

® Flooded hardware market. In Q4 2024, demand for industrial
mining equipment and services in Russia increased threefold com-
pared to the same period last year. There is also high interest
among foreign market participants, including those from the BRICS
countries [4].

Herew is some more statistics regarding the market of mining:
Since mid — 2022, Russian crypto mining market has been grow-
ing faster than any other region. Media also reported large volu-
mes of mining hardware being purchased on spot market and des-
tined for Russia.
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The sector has gained strategic importance for the country’s
economy, allowing it to:

@ Re-deploy excess energy, and

e Convert non-liquid capital (Rubles) into crypto.

Russian market is reportedly more diversified in terms of par-
ticipants and very active on hardware market — compared to USA
which is mainly driven by a couple of dozen large players with
institutional funding and long-term contracts for supply of mining
equipment.

The Russian mining market is formed by 4 groups:

e Hosting sites that were offering plug & play solution for Rus-
sian and non-Russian clients;

e Strategic players that went into mining for self-mining purposes;

¢ Retail miners that try to deploy 5—20 units with discounted
residential tariff;

e Financial investors with the goal to convert Rubles — or ener-
gy — into more liquid capital — BTC (or stablecoins).

The volume of industrial mining in Russia, according to the
Industrial Mining Association’s website, currently amounts to about
1,5—1,7 GW [14] and occupies 65 % of the total mining market in
the Russian Federation (35 % is private mining).

The largest crypto mining operator in Russia is BitRiver — it
is also the 5th largest one in the world.

Opened in 2018, in Bratsk (Irkutsk Oblast) — ideally located
considering 2 key factors:

e freezing temperatures, and

e low electricity prices.

The mean annual temperature in Bratsk is —1,5 degrees Celsius,
which helps to cool all the GPU power needed for the process.
There are reportedly more than 20 000 mining devices which are
controlled by a team of engineers 24/7 and an armed guard making
regular patrols around the farm.

BitRiver currently operates 21 data centres in Russia with 10 mo-
re under construction.
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Interactions with Government
Authorities

Bitriver fully meets its tax obligations, creates new job opportunities, and
works in close collaboration with federal and regional government
agencies, making a significant contribution to the development of Russia's
digital economy.

« Ministry of the Russian Federation for the Development of the Far East
and Arctic

= Corporation for the Development of the Far East and Arctic

« Regional Development Fund of the Republic of Buryatia (TOR "Buryatia”)

= Association of Industrial Mining

« Expert Council on Digital Economy and Blockchain Technologies at the
State Duma Ct
and Entrepreneurship

on Economic Dew

+ Commission on Mining Activities and Blockchain Technologies at the
Russian Chamber of Commerce and Industry's Financial, Industrial, and

Investment Policy Council

OO0 PETADHAT O PRIBHTHE
PECNYB/MKH BYPATHA

Industry, Innovation,

» Committee of the Russian Unien of Industrialists and Entrepreneurs on

Digital Economy

+ Working Group of the Ministry of Finance on Cryptocurrency and Mining

Regulation

« Coordination Council of the Russian Union of Industrialists and

Entrepreneurs

+ Coordination Council of the Russian-Arab Business Council

* Russian-Emirati Business Council

+ Russian-Egyptian Business Council

« General Council of the All-Russian Public Organization "Business Russia”
« Union of Oil and Gas Industry Organizations "Russian Gas Society"

« Association "NP Market Council®

« Association (NP) *Community of Electricity Consumers®

+ Methodological Council on Economic Management of Electricity

Demand at JSC "SO EES”

« Association of Data Center Industry Participants
« Commission of the Russian Union of Industrialists and Entrepreneurs on

Telecommunications and Information and Communication Technologies

s+ Working Group on Mining Regulation at the Coordination Council of

RSPP on Digitalization

Fig. 3. BitRiver’s cooperation with Russian government agencies [10]

BitRiver proudly advertises on its website it’s close relationships
with various Russian government agencies — the list is below (from
its official website) [10].

The three most important, “strategic” and “critical” partners of
BitRiver (according to its website) are:

¢ Gazprom Neft — a subsidiary of Russia’s state-owned energy
company, GazProm. In February 2022, both GazProm and GazProm
Neft were sanctioned as agents of the government of Russia.

¢ SberBank — a Russian majority state-owned bank. BitRiver
announced strategic cooperation with Sberbank in July 2024. The
parties reportedly intend to develop long-term partnerships for
digital transformation projects.
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e EN+ Group — world leader in the production of low-carbon
aluminium and renewable energy sources and the largest private en-
ergy holding in the world, with strong links to Oleg Deripaska.
BitRiver and EN+ Group formed a separate company for collabora-
tion called Bit+. Due to close partnership with EN+, BitRiver has
built its facilities and is using resources of the various strategic objects
of the energy infrastructure in Russia, like Bratsk Hydroelectric Sta-
tion (owned by EuroSibEnergo), a hydroelectric dam in Ust-Ilimsk
(owned by IrkutskEnergo, another subsidiary of En+) and others.

Gazprom Neft and Sberbank sanctioned. EN+ is not. It was sanc-
tioned in 2018 together with its subsidiaries, Rusal, Eurosibenergo
as well as Deripaska. Butin 2019 — OFAC delisted EN+ and its sub-
sidiaries from sanctions, because of reduction of Oleg Deripaska’s
ownership in the group from 70 % to 45 %. Deripaska personally is
still sanctioned.

Russia Launches BRICS Mining Infrastructure Project. In
2024, the Russian state and BitRiver unveiled plans to build mining
data centres across BRICS nations.

The partners will focus on “expanding the potential” of crypto
mining data centres “with the possibility of further scaling of tech-
nologies”.

The partnership aims to expand Russia’s share in the global
computing market through construction of high-performance data
centres equipped for cryptocurrency mining and artificial intelli-
gence workloads. The Russian Direct Investment Fund, RDIF, has
invested over 2,2 trillion rubles (USD 22,7 billion) across more
than 100 projects [13].

RDIF CEO Kirill Dmitriev added that the development of com-
puting power for Al was “a priority for Russia and its BRICS partners”.
Crypto sanctions and key takeaways:

¢ Crypto industry in Russia is booming — it is backed by the state
regulators and most powerful players in both energy and banking sec-
tors of Russia, including GazProm Neft, RosEnergoAtom, En+,
Rusal, EuroSibEnergo and SberBank.
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e Russian miners earn billions of dollars a year, the supply of
specialised mining hardware to Russia is breaking all records.

e Russian energy companies affected by the Western sanctions
increase their income through crypto mining — they sell their
surplus energy to crypto mining companies and generate profits
(despite sanctions).

e Crypto mining companies, in turn, get cheap electricity for
their mining operations and create bitcoin — which in 2024 only
rose in price by 134,08 %.

e The new legislation passed in 2024 allows Russia to generate
large profits in crypto mining industry alone.

e This, coupled with enabling Russia to use crypto assets (both
mined in Russia and elsewhere) in cross-border trade, is a golden
route to evading Western financial sanctions.

Although BitRiver was sanctioned by the US in 2022, it is
not sanctioned by the EU or the UK. And being sanctioned by
the US, it did not create pressure enough to stifle its operation
or profits.

None of the other Russian largest crypto miners or data centre
operators are sanctioned. They need to be designated by the US, UK
and EU, which will make it illegal for US, UK and EU citizens and
companies to deal with them.

Financial institutions that facilitate crypto payments from/to
Russia are mostly sanctioned and they are increasingly involved in
trade with “friendly” to Russia countries, such as BRICS.

Secondary sanctions in these scenarios are especially important
including against:

e Non-KYC crypto exchanges facilitating crypto transactions
with Russia;

e Crypto mining equipment producers and suppliers collaborating
with Russian miners and data centre operators like BitRiver;

e Crypto traders and exchanges accepting payments in fiat cur-
rencies from Russian banks, converting it to crypto and sending it
on to non-Russian suppliers (like B-Crypto);
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e Foreign companies using Russian crypto mining facilities etc.

Mining pools should adopt transaction filtering aligned with
international sanctions and exclude Russian mined bitcoin from
new blocks on blockchain.

Effective tracing techniques are needed to allow to detect crypto
which was mined in Russia and restrict its further purchase or sale.
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AOUEHT Kapeapu MidKHapOAHUX iHaHCIB,
KuiBCbKMI HaLLiOHabHWIA yHiBEpCUTET
iMeHi Tapaca LLleB4yeHka

M. R1iB, YKpalHa

B/AOKYEMH TEXHOAOTII
TA TPAHC®OPMALLIA MPAKTUKHU
ESG-3BITHOCTI

Bepudikauis ganux 3a kputepismu ESG € xmodoBum
BUIK/IVKOM CY4acHOTO CTaJIoro (piHaHCYBaHHS, OCKI/IbKI
TpagyLifHi CCTeMH 3BITHOCTI YacTO CTPKIAIOTD Biff
HEJJOCTAaTHHOI NPO30POCTi, PUSUKIB MaHINyIAL Ta
3HAYHMX BUTPAT Ha ay[uT i MiATBEP>KEHHA JOCTOBIp-
HocTi iHpopMmariii. brok4elH TexHOMOT, 1[0 6a3yI0ThCA
Ha TIPUHIINIIAX JlelleHTpatisanii, KpunrorpadiyHoi Be-
pudikanii Ta He3MiHHOCTI IJaHNX, TOTEHIIIITHO MOXYTb
TpaHchopmysaru napagurmy ESG-3BiTHOCTI, cTBOpIO-
104l iHPpacTPyKTypy Wi HOCTOBipHOI Bepumdikarii
€KOJIOTiYHOr0, COLIia/IbHOTO i1 YIPaB/IiHCHKOIO BIIMBY
KOMIIaHiJ Ta iIHBECTULIIIHNUX ITPOJYKTIB.
DyH/IaMEHTa/IbHOK TEXHOJIOTIYHOK IIEPEBaro
6rmokueitHy B KoHTeKCTi ESG-Bepudikarii € imyraberns-
HICTh JaHMX, L]0 3a6e3IeuyeThcs KpunrorpadivHnmm
XenI-QyHKIiAMM Ta KOHCEHCYCHUMU aJITOPUTMAMI.
Koyxen 3ammc mpo eKosoriyui, coliasbHi 4n ynpas-
JIIHCBKI MMOKA3HVKM (PIKCYEThCSA B XPOHOJIOTIYHIN IOCTi-
JIOBHOCTI 67I0KiB, 1IJ0 YHEMO>K/IMB/IIOE PETPOAKTUBHI
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KOpeKTuBM 6e3 BifnosigHoro crify. Ilg apxitekrypHa oco6muBicTb
6710KUeiIHY CTBOPIOE OesmperiefieHTHNI piBeHb foBipu 1o ESG-ma-
HIX, YCYBaIO4/l MOXK/IMBICTb MaHIIy/IALN 31 3BITHICTIO IiC/A MPO-
BefleHHs ayauty [4]. Hampuxnan, xommanis Societe Generale
2023 p. BummycTua «3ej1eHi» obiranii y popmi TokeHiB Ha 6/10Kgeli-
Hi Ethereum, ne ko)xHa TpaH3akis MicTUTb fleTanizoBaHi ESG-met-
pukn [6]. PosnopineHa MepexxHa apXiTeKTypa O/lOKYeliHy TaKoX
3abesmnedye MOX/IUBICTh 6araTOCTOPOHHBOI BajIifallil faHUX, 3a-
JTy4aloul 1o mpolecy Bepudikariii BCix y4acHMKIB JIaHI[IOXKKa I10-
CTaBOK — BiJ] TIOCTaYa/IbHUKIB CUPOBUHM JIO ayAUTOPCHKUX (ipM.
30KpeMa, Y CeKTOpi CiIbChbKOTO rocrofapcrsa miargopma Regen
Network Buxoprcrosye IoT-marunkn pis ikcarii crany rpyHris, a
OTpVIMaHi JaHi aBTOMATIYHO CUHXPOHI3YIOTbCS 3 O/I0KYEITHOM uepes
opaxkyris [5]. Taxnii migxin 3abesnedye kpociiargopMoBy IepeBip-
Ky iHpopMmarii 6e3 IeHTpanli30BaHOIO KOHTPOJIIO, CYTTEBO IiBI-
myroun HafiHicTb ESG-pannx.

OnHuM i3 HaVOiIBII TEPCIeKTVBHUX IHCTPYMEHTIB [ aBTO-
marusauii ESG-Bepudikanii € cMapTKOHTpaKTH — CaMOBMKOHY-
BaHi IporpaMHi ajroputMy, 1o (QyHKI[IOHYIOTb Ha O/IOKYelHi.
I[TporpamoBasni ymoBu BukoHaHHA ESG-30060B’s13aHb Jal0Th MOXK/IN-
BICTb CTBOPIOBATY ME€XaHi3MJ aBTOMAaTMYHOIO HapaXyBaHHA IITpa-
¢iB ab0 BuHAropop, MiHiMi3yto4n cy6’€KTUBHICTD €KCIIEPTHYUX OL1i-
HOK Ta JIIOZICBKUI (akTop y mporecax Bepudikanii [7]. Hanmpux-
nag, y npoekti KlimaDAO rtoxkenisoBaHi Byrmemesi Kpemntu
3B’AI3YI0TbCA 31 CMAPTKOHTPAKTAMM, AKi O/IOKYIOTh KOLITH IO IIifi-
TBepJKEHH: OCATHEHHS Iiieit 31 ckopodyeHHs Bukupis [1]. Taka
MOJie/Ib 3MEHIIIY€ 3aJIe)KHICTD Bijj CY0 €KTUBHIUX pillleHb ayiUTOPiB
i ckopouye onepaniliai Burpatu Ha 40—60 %, IOPiBHAHO 3 Tpaau-
niitauMy Metofiamu [2]. CMapTKOHTPAKTH MOXYTb OyTH 3aImpo-
rpaMOBaHi Ha aBTOMaTNYHe BUKOHaHHA pisHOMaHiTHIX ESG-yMOB,
TAKUX SK 67T0KyBaHHA (piHAHCYBaHHA 32 YMOBM IIepeBUIICHHA JTiMi-
TiB BUKV/JIiB, HApaxyBaHH:A OOHYCIB 3a IOCATHEHHS COLlia/IbHYIX L1iIei
a60 Mopudikallis IpOLEHTHUX CTaBOK BiAnoBigHO 10 ESG-pesyib-
TaTUBHOCTI. [HTerparisa cMapTKOHTPAKTIB 3 TEXHOIOTiAMM iIHTEPHETY
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pedeti (IoT) Ta posnopiieHNMN CEeHCOPHUMY Mepe>KaMU A€ 3MOTY
aBToMaTuayBary 36ip nepBuHHUX ESG-HaHNX Y pe>XXuMi peanbHoO-
IO Yacy, 1110 YCyBa€ MOXK/IMBICTh MaHIITy/IALIII 3 JaHMMM Ha eTalli iX
360py Ta 3abe3neuye oneparuBHicTb ESG-MOHITOpUHTY.

BaxnmBolo komnoHeHTOW Bepudikanil ESG-ganux € Moxmm-
BicTb 4iTKOI imeHTHdiKawii cy6’eKTiB BiIIOBiZa/IbHOCTI 3a €KOJIO-
TiYHMIA, COLia/IbHMUI Ta YNIPaBIiHCbKNII BIIMB. CHCTEMI Ha OCHOBI
JielieHTpatisoBaHuX ifeHTudikaropis (DIDs) nprucBoooTS YHiKa/Ib-
Hi nudposi ifeHTndikaropn koxxHoMy ydacHuky ESG-nmaHIioKkka,
3a6e3neqy10q1/[ IIpO30pe BifICTEe>KeHHA BilIIOBiNa/IbHOCTI Iif] Yac BU-
HVMKHEHHA NOpyIIeHb 200 HeJOTPUMAaHHA 30008 A3aHb. Y BUIAJIKY
CKaHJAIIB i3 IIOPYILIEHHAM TPY/OBYX IIpaB Ha padpukax y IliBgen-
Ho-Cxifniit Asii, 6/10K4eiH-TUIaTgOpMIM JAI0Th MOXJIMBICTh TOYHO
i;[eHTM(biKyBaTM Bi[IIOBifA/IbHI MiAPO3AIUIN Ta KEPIBHULITBO, HA/lA-
I04M iHBeCTOpaM iHCTPYMEHTM IJIA Li/IeCIpsIMOBAHOTO TUCKY [9].
Buxopucranua DIDs y nmoegHaHHi 3 He3MiHHICTIO OOKYeiiH-
peecTpiB cTBOpIOE epeKTMBHMII MeXaHi3M MifA3BiTHOCTI, 1O CTH-
MY/II0€ KOMIIaHil O JOTpUMaHHA 3a/ieKnapoBannx ESG-npyHummis
I miIBUILYE JOBIPY CTEMKXOJEPIB /10 KOPIIOPATMBHOI 3BITHOCTI.
Leit niaxix 0co6/MMBO aKTya/IbHMI [T TPAHCHALIIOHATBHIX KOPIIO-
paLiil 3 CK/IAfHMMY JTAHL[IOTaMy IIOCTavYaHHsA, Ie TPafULIiiiHi MeTo-
ny Bepudikaliii 4acTo He JAal0Th MOXK/IMBOCTI TOYHO BCTAHOBUTYU
cy0’exriB BignosiganbHOCTI 3a ESG-niopyieHHs.

BimoMi Kelicu BIIpOBA/I>)KE€Hb 3raflaHUX BUIE MeXaHi3MiB Jie-
MOHCTPYIOTb CYTTEBI IlepeBaru OIOKYeH-CUCTEM, ITOPIiBHAHO 3
Tpaguniiiaumy Metogamu ESG-Bepudikanii 3a karo4oBuMu Ia-
pameTpamu eeKTUBHOCTI. 30KpeMa, Yac Bepudikarii CKopodyeTb-
€1 3 2—6 MICALIB IO PEXXVMY Pea/IbHOTO Yacy, 1110 A€ 3MOr'y Ollepa-
TUBHO pearyBaty Ha 3MiHM ESG-1oka3HUKiB i kKoperyBaru iHBeCTI-
LiiiHi cTpareril. BapTicTb aygury sHmxyerbea 3 50—200 Tuc. gom.
1o 10—50 tuc. gon. 3a mpoeKT, mo pobuth ESG-Bepudikaniio
TOCTYIIHOIO IS CEPEeIHIX Ta Ma/IMX IiAIIpUEMCTB. PiBeHb aBTOMa-
Tu3anil npouecis Bepudikanii migBumyersca 3 15—30 go 70—
90 %, 1m0 MiHiMi3ye BIUIMB JIIOICBKOTO paKTOpa Ta Cy6 EKTMBHOC-

58



BaokyeitH TexHo0rii Ta TpaHchpopMaLia npakTUKku ESG-3BiTHOCTI

Ti y mponecax oninku ESG-pesynbratuBHocTi [2; 12]. 3Hauymoo
IIepeBaror0 € NPAKTUYHO ITOBHE BUK/IYEHHA MOXX/IMBOCTI MaHi-
IIy/IALIN 3 JaHUMM, 1110 KPUTUYHO BaXK/IMBO 1A 60poTHOM 3 TpaK-
TUKaMU «3€IeHOT0 KaMyQusKy» (greenwashing) i 3abesneyenHs
nocroBipHocti ESG-pmexmapaniii. 1]i nepeBaru TpancdopMyoTh
ESG-Bepudoikauito 3 ¢popmanpHol npoueaypu y mieBuii iHcTpy-
MeHT 3a0e3IedyeHHs [IPO30POCTi Ta BifjIOBijaIbHOCTI 6i3Hecy me-
Pen CyCIiIbCTBOM i IOBKIIIAM.

CuHepris 6710KJeiTHy 3 TeXHOIOriAMY mTyqHOro iHTenexty (I1II)
11 aHaTi3y Be/IMKIX JAHNX BifKpUBa€e HOBI MOX/IMBOCTI 1A ITOIINO-
neHoi Bepuikauii Ta nporHosyBaHHs ESG-pusukis. Anropurmu
MAIIYHHOTO HABYaHHA MOXKYTh aHa/Ii3yBaTy iCTOpIYHi /jaHi, 3adik-
coBaHi B O/I0KYeITHi, /I BUAB/IEHHS IIPUXOBAHVX KOPEJIALIN MiX
ESG-nokasuukamu Ta piHaHCOBMMU MeTPUKAMH, 10 TAE MOXK/IN-
BicTb po3po6iATH 61/1bII epeKTHBHI cTpareril cTaoro iHBecTyBaH-
Ha. [Tnatrdopmn tuiry DeFi ESG Buxopuctosytors I s mogernto-
BaHH:A BIUIMBY 3MiH KJIiMary Ha (piHAaHCOBI IIOKAa3HVKM KOMIIAHil,
NPOINOHYIOYM iHBECTOpaM J[AMHaMi4yHi CTpaTeril XemKyBaHHSA
ESG-pusukis [3; 11]. AHasnis BeMKuX 0OCAriB HECTPYKTYpPOBaHMX
ESG-pannx, Takux AK CymyTHUKOBI 3HIMKI JTiCOBMX MacUBiB, JjaHi
COLIia/IbHNX MepeX Mpo IOPYLIEHHA TPYOBYX IIpaB abo myoO/ivHi
JIOKYMEHTH IIPO KOPIIOpaTHBHE YIPaB/IiHHS, 3a0e3edye KOMIUIEKC-
Hy o1iHKy ESG-pesy/bTaTuBHOCTI, 1110 BUXOVTBD 32 MeXi popMarb-
HoI 3BiTHOCTI. Taka iHTerpallisi CTBOpPIOE T€XHONIOTIYHY OCHOBY JIA
nepexony Bifi cratnunoi ESG-Bepudikarii 10 ArHaMivHOTO MOHiTO-
PUMHTY B PEXXMMIi peaibHOTO 4Yacy, 1[0 CYTTEBO IiIBULIYE PEIEBAHT-
HicTb ESG-fanux 14 npuitHATTA iHBeCTULIIIHUX pillleHb.

HesBakarouy Ha 3HAYHMIT MOTEHIIias, BIPOBAKEHHA OJIOK-
yejiH-TexHonmoriin ana ESG-Bepudikanii cynmpoBomKyeTbes psi-
IOM CYTTEBUX BUK/IVKIB, 1[0 MOTPeOYIOTh KOMIIJIEKCHOTO BUpi-
mreHHs1. [Ipobnema crangaprusarnii ESG-MeTpuk € ofHi€o 3 Hail-
OIIBIII aKTya/lbHUX, OCKI/IbKM BiICyTHICTh €IMHMX IIPOTOKOJIIB
nns oninky ESG-1okasHMKiB ycKmagHIoe MaciiTabyBaHHA O/10K-
yeliH-pimenb. Hanpukiaz, BMMiploBaHHA «COLia/IbHOTO BIIIMBY»
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MO>Ke OXOIUTIOBAabT BiIMiHHI HAOOPM IHAMKATOPIB y Pi3HUX I0pUC-
[VIKLifX, [0 BYMArae po3poOKy aJanTUBHUX CMapTKOHTPAKTIB,
3[0ATHMX IPAIIOBATY 3 PiSHUMU MeTOfosoriaMu ouiHku [4]. In-
IIVIM 3HAUHVM BUK/IMKOM € KOHQIKT MK IIpo3opicTio 61okyeit-
HY Ta BUMOraMy KOHQifieHI[ilTHOCTi faHuX. IMyTabenpHicTh 6/10K-
YeliHy MOXKe CYIepedMTy HOPMaM 3aXUCTY OCOOMCTMX HAHUX,
3okpema BuMoram GDPR miopo npasa Ha 3a6yTTs. Kommnanii xi-
MiYHOI IPOMUCTIOBOCTI, 1[0 BUKOPUCTOBYIOTH IIPUBATHi O/10K4eit-
1 Hyperledger, amymeni 6amancyBaty MK IyOmiqyHUM JOCTY-
oM 1o ESG-panux i 3axmcToM KoMepuiitHux TaeMHENID [4]. Kpim
TOTO, TeXHIYHA CK/IAJIHICTD Ta €HEPrOEMHICTb MyOIiYHMX OIOK-
4eliHiB, 0COO/IMBO TUX, 1[0 BUKOPUCTOBYIOTh MEXaHi3M KOHCEHCY-
cy Proof-of-Work, cTBOpIo€e fopaTkoBi eKomoriqHi BUTpaATH, 110
noTeHuifiHo cynepeunts ESG-uinam. 1li BUKIMKM aKTyanisyloTh
HeOOXiHICTD p03p061<1/[ CIIellialisoBaHMX IIPOTOKOJIIB 11 apXiTeK-
TYPHUX pillleHb, ONTUMi30BaHUX A1 3aBiaHb ESG-Bepnikamii.
I[Nomapimit po3BUTOK 610K4eitH-cucTeM Ayt ESG-Bepudikarii
BUMarae (OpMyBaHHSA Q[JANITUBHOIO PETYIATOPHOTO CepefoBMINA
Ta po3poOKM MDKHApOAHMX CTaHAapTiB. IHiniatweu tmmy Green
Digital Finance Taxonomy npononyoTb koMbiHyBaTu my6/iuHi
O/10KYeIIHY JIA ayANUTY 3 IPYBATHUMU Caiii9eliHaMy i1 06poOKu
KOH(DiIeHIIIHNX TaHUX, 3a0e3Medyloun CyMICHICTD i3 BUMOramu
SFDR (Sustainable Finance Disclosure Regulation) 6e3 BTparu nepe-
Bar JielieHTpatisanii [8]. PerysaTopHi «IicouHUI» Y OPUCAMKILIAX
Ty HIBeiinapii un CiHramypy TecTyoTh MOJIe/li 4aCTKOBOI aHOHi-
Misauil JaHux yepes TexHosorii zero-knowledge proof, o fae Mox-
JMBICTb MiATBEpMKYBaTH BUKOHaHHA ESG-KkpuTepii 6e3 poskpnt-
TS YyTIUBUX Oi3Hec-mokasHuKiB [11]. Po3BuTOK Mi>kHapomHOI
criBIpani MK TeXHOJIOTIYHMMY KOMITaHisiMy, (hiHAHCOBUMMU pery-
JIATOpaMU ¥ HeypsIOBUMM OpraHi3alifiMy € HeOoOXifIHOI0 YMOBOHO
JUI CTBOpeHHA IobanbHyX cranpapris ESG-Bepudikanii Ha 6/10k-
YeliHi, 10 3a06e3Me4nTh CYMICHICTh Pi3HMX CUCTEM Ta METOOJIO-
rift. [lepcrieKTMBHMM HaIIpsMKOM TaKOXK € po3po6Ka eHeproedex-
TUBHUX IIPOTOKOJIB i M€XaHi3MiB KOHCEHCYCY, CIel[iaJIbHO OITM-
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MisoBaHUX i 3aBiaHb ESG-Bepudikaliii, 1o facTb MOXIMBICTD
MiHiMi3yBaT! eKO/IOTT4HMII C/IiTT caMyX 6TOKYeITH-CCTeM Ta 3a6e3-
MIeYUTH IXHIO BiinoBifHicTh ESG-kpuTepiam.

Brokueitn texHornorii TpanchopmyroTs mapagurmy ESG-Be-
pudikanii, cTBoprorouM flelieHTpanisoBany iHQpacTpyKTypy A
IIPO30POro, ABTOMATU30BAHOTO i1 JOCTOBIPHOIO MOHITOPMHIY €KO-
JIOTiYHOTO, COLIia/IbHOTO Ta YIPABIiHCHKOrO BIUIMBY. IMyTabenn-
HiCTb 6IOKYelTH-peecTpiB, IPOrpaMOBaHICTh CMAPTKOHTPAKTIB i
MOX/INBICTh 6araTOCTop0HHbo'1' BajTiganii maHux 3a6e3nequOTb
6esnpenefeHTHMIT piBeHb foBipu f0 ESG-3BiTHOCTI, 110 € Kpu-
TUYHO BOXIVBYUM JJIS IIOJOJIAHHA NPOOJIEMI «3€IeHOTO KaMy-
JISDKY» Ta MifiBUIIeHHs eeKTUBHOCTI CTa/loro iHBecTyBaHH. [H-
Terpariis 67I0K4eifHy 3 TEXHOJIOT{AMY IITYYHOTO iHTeIeKTY, iHTep-
HEeTy pedeil Ta aHa/li3y BeMKUX JaHUX BiIKPUBAE MEPCIEKTUBYI
CTBOPEHHA KOMIUIEKCHUX cucTeM ESG-MOHITOpMHIY, 3maTHUX
3abesnevyBaTy Bepudikallilo B pe>KuMi peasbHOTO 4acy Ta Ipor-
Ho3yBaTu noreHuiitHi ESG-pusukn. BogHodac noganbiumii mpor-
pec y it cdepi 3ae>XXUTD Bijj HOJOMTAHHS BUK/INKIB CTAHAAPTHU3ALI,
KOH(Qi/IeHIITHOCTI i1 eHeproeeKTUBHOCTI, a TaKOX Bifi popmy-
BAaHHA A[JalITUBHOIO PEryATOPHOIO CEPEJOBUIIIA, IO CIIPUATUME
MacITabyBaHHIO O/10K4eliH-pitenb 111 ESG-Bepudikanii Ha ri1o-
6aIpHOMY PiBHI.

JIITEPATYPA

1. Ballesteros-Rodriguez A., De-Lucio J., Sicilia M.-A. Tokenized carbon
credits in voluntary carbon markets: the case of KlimaDAO. Frontiers
in Blockchain. 2024. Vol. 7. https://doi.org/10.3389/fbloc.2024.1474540

2. Huang W, Han Y., Gu Q., Han X,, et al. Smart blockchain-powered
natural resource asset management and ecological governance coun-
termeasures. Heliyon. 2025. Vol. 11, No. 2. https://doi.org/10.1016/
JJHELIYON.2024.E41475

3. LeeS., Perera H., Liu Y, Xia B,, et al. Integrating ESG and AI: A Comp-
rehensive Responsible Al Assessment Framework. arXiv.org. 2024. https://
doi.org/10.48550/arxiv.2408.00965

61



HamoHtoK Bacuab

4. Pizzi S., Caputo A., Venturelli A., Caputo E Embedding and managing
blockchain in sustainability reporting: a practical framework. Sustainability
Accounting, Management and Policy Journal. 2022. Vol. 13, No. 3,
P. 545—567. https://doi.org/10.1108/SAMPJ-07-2021-0288

5. Regen Network Review. Blockchain Platform for Soil Regeneration. URL:
https://unblock.net/regen-network-review/#:~:text=Regen%20Network%
20i5%20a%20startup,to%20being%20simple%20food%20producers
(mara sBepHeHHs1: 01.03.2025).

6. Societe Generale issues a first digital green bond on a public blockchain.
Societe Generale. 2023. URL: https://www.societegenerale.com/en/news/
press-release/first-inaugural-digital-green-bond-public-blockchain
(mara 3BepHenHs: 01.03.2025).

7.Stuit A., Brockington D., Corbera E. Smart, Commodified and Encoded:
Blockchain Technology for Environmental Sustainability and Nature
Conservation. Conservation and Society. 2022, Vol. 20, No. 1. P. 12—23.
https://doi.org/10.4103/CS.CS_41_21

8. Sustainability-related disclosure in the financial services sector. Finance.
URL: https://finance.ec.europa.eu/sustainable-finance/disclosures/sus-
tainability-related-disclosure-financial-services-sector_en (gara 3Bep-
Henus: 01.03.2025).

9. Tan S. Blockchain in Southeast Asia: Striking a Balance Between Innovation
and Protection. The Diplomat — Asia-Pacific Current Affairs Magazine.
URL: https://thediplomat.com/2022/06/blockchain-in-southeast-asia-
striking-a-balance-between-innovation-and-protection/ (zara 3BepHeH-
us1: 01.03.2025).

10. Yadav A., Shivani S., Manda V., Sangwan V., Demkiv A. Blockchain
technology for ecological and environmental applications. Ecological
Questions.2024.Vol. 35.P. 1—20.https://doi.org/10.12775/EQ.2024.050

11. Zhao Y. Empowering Sustainable Finance: The Convergence of A, Block-
chain, and Big Data Analytics. Advances in Economics, Management and
Political Sciences. 2024. https://doi.org/10.54254/2754-1169/85/20240925

12. Zhou G. Research on Application of Blockchain Technology in Departure
Audit of Natural Resources Assets. IOP Conference Series: Earth and Envi-
ronmental Science. 2021. Vol. 687, No. 1. https://doi.org/10.1088/1755-
1315/687/1/012172



L7
b
oo ’

https://doi.org/10.15407/akademperiodyka.545.063
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NPOBIAHWA iHXeHep,
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eKO/IOTMHYHNX 40C/liAReHb HAH YRpaiHi»,
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TEHAEHLII BNPOBA/AXEHHA
CYYACHUX LULMPPOBUX TEXHO/1OTIN
Y PO3BUTOK ArPOMNPOAOBO/IbYOIO
CEKTOPA YKPAIHU TA IX
3AKOHOAABYE BPEIY/IlOBAHHA

Cy4acHuit CBiT, AKMIT aKTUBHO PO3BUBAETHCA 1 3a1IpO-
BaJKye HOBi IM(poBi pillleHH:A y pi3Hi TeXHOIOTiuHi
IIPOLECH, 30KpEMa Y arpOIPOAOBOIbYMIL CEKTOP, IOT-
pebye BUPpIlLIeHHs TOCTPUX 3aTa/IbHOIOACHKUX IIPO6-
7IeM, OJIHI€I0 3 AKUX € «...TIOfIOJIaHHSA TONONY, HOCAT-
HEHHsI NPOJOBO/IBYOI Oe3leKy, MOKpAIeHHs Xapyy-
BaHHA 1 CIPUAHHA CTAJOMYy PO3BUTKY CiZTbCHKOTO
rocrioapcTBar [11]. Ls mpobnema € 06’exTom gocif-
KeHb HAYKOBIIiB i IPAaKTUKIB, sAKi 6auath il BUpilIeHHA
y BIPOBaJpKeHHI LMQPOBUX TEXHOJIOTiN, sIKe MOXKe
CYTTEBO BIUIMHYTU Ha eq)eKTI/IBHiCTb 1 mBHUAKe 3poc-
TaHHA LIbOI'O CEKTOpa.

LIndposi TexHOMOriI MPOHUK/IN B YCi chepu XKUT-
Ts, 3MIHW/IM €KOHOMIYHI Ta OpraHisalLilgi nmpouecy,

Cite: Nosova Natalia. Trends in the implementation of mo-
dern digital technologies in the development of the agricul-
tural and food sector of Ukraine and their legislative regula-
tion. https://doi.org/10.15407/akademperiodyka.545.063
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CIIoco6M KOMYHiKaniil Mi>K IOCTa4a/JIbHUKAMY 1 CHOKMBAYaMuU
toBapis i mocyr [1]. Liudposisaris arpobisHecy nepepgbdadae BUko-
PUCTaHHA CyYaCHMX iHCTPYMEHTIB, MOHITOPUHIY Ta aHA/ITUKY Jla-
HIIX, @ TAKOXK IIPUITHATTA pillieHb 3 BUKOPUCTAHHAM LUPPOBUX TeX-
HOJIOTIN y Ci/IbCbKOMY TOCIIOAPCTBI I/ MOKPaIleHHA Ta ONTH-
Mmisanii cucteM 3eMaepoOCTBa, MiJBUILEHHS SKOCTI BPOXaio i
BPOXKAITHOCTI, 3MEeHIIIeHHs BiIXO/iB Ta 60pOTHOM 31 IIKiJHMKaMMU i1
xBopobamn [10]. YkpaiHa akTMBHO IPOBOAUTDH IOMITUKY I[OZO
nudposizanii ycix cdep >KuTTs, BUSHAUMBIIN il OfHI€IO 3 TIpiopHK-
TETHUX i cTBOprooun 111¢ppoBi wiatrdopmm Ha kurrant «[ii». ITpo-
BOJIUTDLCA AKTVBHA 3aKOHOZIaBYa POOOTA Y IIbOMY HAIIPSIMKY.

[TepemymoBaMu st IPOLOBXKEHHA PO3BUTKY chepu mudpo-
Bisaljii € 3aKOHOZABCTBO 10710 [[MPPOBOi EKOHOMIKM Ta Tere-
KOMYHiKalliil, HaABHICTb UMPPOBOI iHPPACTPYKTYpH, a TAKOXK
IOCSTHeHHs Y cdepi 6e3roTiBKOBOI €KOHOMIKM, 30KpeMa PO3BU-
TOK eleKTpoHHOI TopriBii (e-Trade), enekTpoHHOrO 3axmCTy
(e-Trust) i kibep6esnexu (Cybersecurity) [2]. Chepa nudposisa-
uii pyHkiionye Ha OCHOBI Takux 3akoHiB: «[Ipo HalioHaIbHY
nporpamy indopmarmsaunii» [8], «IIpo pepxaBHY mifTpUMKY
PO3BUTKY iHAyCcTpii mporpamuoi mpoxykuii» [5], «IIpo enekrpon-
Hi JOKYMEHTU Ta €IeKTPOHHMUII JOKYMeHT00bir» [6], «IIpo iH-
dbopmarnito» [7] Ta 6ararpox inmmx. PopmyBaHHA i peanisaliio
HOMITUKY Jep>kaBu y cdepi UPpPOBOro po3BUTKY €KOHOMIKM i
1 pOBUX TEXHOOTIN 3a0e3nedye MinicTepcTBo 11 poBoi TpaHC-
¢dbopmarii Ypainnm.

JocBifl mepenoByux KpaiH CBITY CBIIYUTD IIPO «...MOXK/IMBICTb
nepexofy YKpaiHy Ha HaCTYIIHUI €Tall PO3BUTKY 3aKOHOJAaBCTBA B
1t 06acTi, 30KpeMa, Jioro cucreMHy Kopudikauito. [Tinxin €C no
dpoBoi TpaHchopMarlii 03HaUa€e PO3MIMPEHHA MOXIMBOCTEI Ta
3a/Ty4eHHs KO)KHOTO TPOMaJIAHMHA [I0 Hel, IIOCU/IEHH IIOTEeHIiamy
KOYXHOTO 6i3HeCy Ta BUpillleHHA I7T00a/TbHIX BUK/INKIB, 110 BU3-
Ha4yeHO y PaMKOBMX Ta CTPATEeriYHNX JOKyMeHTax» [2].

Takoxx HagxopATh nmponosuiii mopo npuitHATTA Llndposoro
KOJIEKCY YKpaiHu, 110 Ha/laCTh MOXK/IMBICTD YIIOPALKYBaTH 3aKOHO-
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[ABCTBO 3 IM(ppOBi3allii Ta 30CepeaNTy B OfHOMY IIPaBOBOMY JJOKY-
MEHTI BCi 3aKOHO[aBYi HOPMIL.

3 oI7IA/y Ha 3aKOHOZIAaBCTBO B arPOIPOMUCIIOBIN chepi BUHMKAE
HeoOXi/JHICTb JI0r0 afjanTaIlii 1Ij0fj0 BUKOPYCTAHHS Y Pi3HUX Ci/TbChb-
KOTOCITOIAPCBKUX eKOCUCTEMAX i Ha Pi3HUX eTalax BUPOOHMIITBA
CIbrocnnpopyKiii, HounHaw4M 3 06poOKM 3eMesIb i 3aKiHIyIun
OTPMMAaHHAM I'OTOBOI'O IIPOAYKTY, @ TAKOXK HA PiSHMUX JTaHII0)KKaX
CTBOPEHHA BapTOCTI.

LIudposi TexHONOrII COPUAIOTD HifIBUIIEHHIO e(DeKTUBHOCTI
6araTbox 6i3Hec-1polieciB, BKII0Ya04y (piHaHCYBaHHS, Mi[TOTOB-
Ky 3BiTHOCTi, MOHITOPVHI BUKOHaHHS Pi3HUX eTalliB pobiT, BUpoO-
HUITBO Ta BUKOPUCTAHHA CI/IbCbKOTOCIIOAPChKOI TEXHIKY, CKIIA -
CbKIX J1 €/IeBaTOPHMX IIPUMIillleHb, a TAKOXK IIPUMILL[EHb J/IA YTPU-
MaHHA TBapVH, BK/II0YAK04YV KOHTPO/Ib 34 CBOEYACHNM iX TOlyBaHHA
Ta BUKOHAHHAM CaHITapHUX IIPOLIEAYP.

BigcTeskeHHs IKOCTi BUKOHYBaHMX po0OiT — 3aBJjaHH: BKpail
Ba)K/IMIBE B arPapHOMY 6i3Heci. 3rigHO 3 TOCHIKEHHAMNI B 6i/1b-
IIOCTi BUMAZIKiB Tpo6/IeMHi Ji/ITHKY Ha MOJISIX BUHUKAKOTD Yepes
nmropcpknit paktop. ToMy BUHMKaE HEOOXiTHICTD 3aCTOCOBYBATH
y CiIbCBKOMY TOCIOZAPCTBI CMapTTEXHOJIOTII, AKi Ile Ha3uBalTh
PO3YMHUMM TEXHOJNIOTisIMY, i BUKOPUCTOBYIOTbCA s 300py i1
aHasi3y iHdopMmallii; MOHITOPMHTY Pi3HUX IPOILIECiB; I yIIpaB-
JIiHHA 1 IPUHATTA pillleHb; [/ BUKOHAHHA NPUNHATHAX PillleHb.
CMapTTexXHO/IOril MpallolTh HacaMIieper 3 indopMariitHuM cepe-
JIOBUIL[EM. 3a JOTIOMOTOI0 CMapTTEXHOJIOT1iT BiICTEXYIOTb pobOoTy
BE/IMKOTabapUTHOI TEXHIKY, KOHTPOIOITb 0OPOOKY IPYHTY, BUCAJI-
JKyBaHH i 36ip Bpo>kalo, BHECEHH: OOPUB Ta IIOCTaYaHHs TOBa-
PiB 10 CXOBUIL i1 ;O TOProBOI Mepexi [4].

OpHuM i3 IpiopuTeTHUX HAIPAMIB BUKOPUCTAHHA Cy4acHUX
TEXHOJIOTiN € reoindopmanirui TexHonorii (I'IC-rexHomorii) msa
Bi[ICTeXKEHH CTaHy I'PYHTiB, BOJOVIM, BiIXOZiB, pery/lIl0BaHHA Be-
retarii pocinH, ix spouteHHs toio [3]. [IC-texHomorii HagawTh
MOXX/IMBICTb OIEPATVBHO BM3HAYATU CLIBTOCHYTiffA, SAKi IIOTpe-
6yioTh nepioyeproboi Memiopauii. Ile mae 3mory ckopodyBaTu
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ITponoBosnbya He3mnexa
cBiTOBA

ITponoBosnbya He3mnexa
Iep)xaBu

[IponoBonpua He3mexa
periony

[IponoBonbua He3mexa
rpomMaju

[TpopmoBonbya Gesmnexa
JIIOAVIHA

Puc. 1. Iepapxiuna Mozgenb GpOpMyBaHHs IIPOFOBO/IBLUOL 6e3IIEKN

BUTPATH Ha OllepaTMBHe OTPMMAaHHA HeoOxigHOI iHdopMarii Ta
00pOo6Ky HaHUX, IO CHpUs€ MiABUIIEHHIO BPOXATHOCTI Ci/b-
TOCIKY/IbTYP Ta yIepe)Ka€ MOXK/IMBUI HETaTUBHUI BIUIMB Ha
JOBKIi/IA.

Ba>xnmmBo0 yMOBOIO PO3SBUTKY arpOIPOMMCIIOBOTO KOMIIIEK-
Cy KpaiHu € cTilike QyHKIIOHYBaHHS arpapHUX HMiJIPUEMCTB, 110
3abe3rnevuyoTh IpoAoOBOIbYYy OesmeKy. [IoHATTA «IpogoBOIbYA
OesIeka» B IIMPOKOMY PO3YMiHHI XapaKTepu3ye CTaH IIPOIOBO/IbYO-
IO PUHKY K OKpEMOI JIIO[IMHY, TaK i TPOMa/iyi, PETIOHY, IeP>KaBM 1
cBiry 3arasom (puc. 1).

Y 3a6e3neueHHi IPOZOBOIBCTBOM HaCe/IeHH i BUPIIIeHH 1M
INTaHb IIPOIOBOJIBYOI O€3IIeKN BEINKOro 3HaYeHHs HaOyBae BI-
KOPUMCTaHHSA CyYaCHMUX TEXHOJIOTiI, AKI OCTaHHIM YacOM BCe LIypIie
BUKOPMCTOBYIOTbCA Y BCiX cpepax >KUTTERIATBHOCTI mofeit [9].
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TaxuMm unHOM, 1IMPOBi3allia arpoOIPOMICIOBOrO KOMIUIEKCY

HOJIETIINTD pOOOTY V 1l cepi Ta BUPILINTD MUTAHHA HeCTad Kaji-
piB, @ TAKOXX CIPUATIME aBTOMaTK3allil 6araTbOX TeXHOIOTIYHMX
IpolLeciB i BUPOOHMUIITBY BUCOKOSIKICHOI CiIbrOCIIIPOAYKIL, 1110
BifIIOBifla€ CBITOBMM CTaH[ApPTaM AKOCTI.
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LNPPOBA TPAHCPOPMALIA
NMNYBAIYHOI O YINPAB/IIHHA
Y COEPI BULLOI OCBITU

Y cy4yacHux ymoBax 1udposa TpaHcopmalisa myomid-
HOTO YIIpaB/iHHA Y cdepi BUIIOT OCBITH 3a3HAE CYTTE-
BMX 3MiH, OPI€EHTYIOUMCh Ha BIIPOBAJPKEHHA iHHOBa-
LiTHMX TeXHOJIOTiNl I MifiBUILEeHHA e(eKTUBHOCTI,
IIPO30POCTi Ta IOCTYITHOCTI OCBiTHIX ocayr. OfHiero 3
K/IIOYOBMX TeHJIEHIIiil € 3aCTOCYBAHHA MITYYHOTO iHTe-
nexty (mani — IIII) Ta aHATITUKY JaHUX, L0 A€ MOX-
NUBICTb aBTOMAaTU3yBaTU aJMiHICTpaTMBHI IpolecH,
IIePCOHAi3yBaTy B3aEMOJII0 3 TPOMaJIAHAMM 11 ONITH-
MisyBaTy 00pOOKY 3anuTiB.

[TapasienIbHO 3 1M aKTVBHO PO3BUBAIOTHCSA MOO/Ib-
Hi JOfaTKY Ta OHJIAH-T1aTdhOPMI, SIKi HaIAal0Th IPOMa-
ISAHAM MOXJIMBICTb HIBUJKO i 3PyYHO OTPMMYBaTu
fep>xaBHi mocmyru y cdepi Buioi ocity 6e3 Heob6xif-
HOCTi ocobucroro BiBinyBanHA ycrano. Kpim Toro,
mepani Oinmplne yBary IpUAIIAETbCA BUKOPUCTAHHIO
6/I0KYEITH-TeXHOJIOTI I 3a0e3rnedeHHs Oe3meKu i

Cite: Piatnychuk Iryna. Digital transformation of public ad-
ministration in higher education. https://doi.org/10.15407/
akademperiodyka.545.069
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HAJiTHOCTI 30epeXeHHs [JaHUX, 1[0 CIPUSE MiIBUIIEHHIO PiBHS
MOBipM 1O OCBITHIX yCTaHOB.

BaxMBYM acIIeKTOM CYy4aCHOT'O YIIPaB/IiHHA € IPUHLINII «OfHO-
pasoBoi imenTH(iKarii», KNIl CIPOLILYe JOCTYII IPOMAISH IO Pi3-
HIIX ITOCTYT 6e3 HeoOXiIHOCTi HIOBTOPHOTO Ha/JaHHS OCOOUCTYIX Jja-
HuX. Tako)X 3HaYHA yBara NpUJiIAETbCA €IeKTPOHHOMY JOKyMEH-
TO06Iry Ta BUKOPMCTAHHIO €/IeKTPOHHOT'O IiIIINICY, IO TPUIIBULIYE
aMiHICTpaTVBHI IpoLecy i1 MiHiMi3ye OI0pOKpaTUYHI ITepeIIKOMINL.

Takum unHOM, Cy4acHi TexHOIOri4Hi TeHeHil Ta undpoBi pi-
IIeHH: CIPAMOBaHI Ha CTBOPeHH: Oi/1bIl e(heKTUBHOI, IPO30poi i
JIOCTYIIHOI CYCTeMM ITyO/IiYHOTO yIIpaB/IiHHA Y cepi BUIIOI OCBITHL.
Y nopanblIoMy HOCTPKeHH] Oyhe posIIAHYTO peKoMeHpialil Ta
cTpareril BIIpOBa/KeHHsA LMX IHHOBALIiM 3 ypaXyBaHHAM aKTyajlb-
HIIX ITOTPe6 CTEIKXO//iepiB OCBITHBOTO IIPOLIECY.

Haii6inpi nony/sipHa TeHaeHis nojsrae B 3acrocysansi 111
Ml aHQITMKM JAaHUX JUIs aBTOMAaTM3alil Ta onTuMisanii pobotn
lep>)KaBHUX opraHiB y cdepi Bumoi ocitn. Il gonomarae BusB-
JIATY IATePHU B 00pOO1Ii 3aIIUTIB TPOMaIsH Ta PO3POOIATH ITepCo-
HaJTi30BaHi pillleHHsA, 10 3abesmedye edeKTUBHIIIe I HIBMALIE
3[IiIICHIOBATI OCBITHIO Jis/IbHICTD [1, . 157; 2].

Kpim Toro, Benka yBara npupiina€eTbcs po3BUTKY MOOITbHIX
JOfaTKiB Ta OHIAVH-TIATOPM, SKi JAaI0Th MOXKIUBICTh IpoMa-
AsAHaM 3PYYHO J IIBUIKO 3BEPTATUCA 3a JOIIOMOTIOIO [I0 [epKaB-
HUX OpraHiB, 30kpeMa i y cdepi Bumjoi ocsitu. Ile 3abesneuye
JIETKUI JOCTYI 1o iHpopMarii Ta mocnyr 3 6yab-sKOro Micls Ta
B Oyzb-sKmit yac [5].

Ile opHi€r0 iIHHOBAIITHO MPAKTUKOIO € BUKOPUCTAHHS O/IOK-
YyelTH- TEXHOJIOTIN /1 3abe3redeHHs 6e3IeK 11 HaiiTHOCTI JaHUX
y cucremax IyO/IiqHOTO yrpaBliHHA. BIoK4YeliH jae 3MOTy CTBO-
pIOBaTU HETOCTYIIHI /IS 3MiH 3aIMICH, IO POOUTH Ipolec 06po6-
KM IaHUX Oi/IbII TIPO30PUM i Oe3TeTHIM.

JlesIKi KpalHM BXe BIIPOBA[PKYIOTh iHHOBALIilHi IPaKTUKM, TaKi
AK «OiHOpa3oBa ineHTM(iKalis» abo «OTHOrO pasy i BCiX», he
TPOMaIAHY MAaIOThb MOX/IMBICTb OffMH pa3 HAflaTH CBOi 0COOMCTi
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JlaHi i1 OTpUMATy JOCTYH O Pi3HUX IOCTYT 6e3 HeOOXiTHOCTI IOB-
TOPHO BBOAMTY I1i JJaHi /I KOXKHOI mocyru [3, c. 121].

30KpeMa, BaXK/IMBOIO TEH/IEHIIIEI0 € 3pOCTAHHA YBAIrK [0 IIPO30-
POCTi Ta BiKpUTOCTI Aif/IbHOCTI Jep>kKaBHUX opraHib. Lle o3Havae
nyO/iKario BiIKpUTUX JaHWUX, BIIKPUTICTb NpPOIeCiB NPUITHATTS
pilieHs i 3ay4eHHA IPOMaICbKOCTI 10 YIIPAB/IiHHA.

[H11050 BaK/IMBOXO iIHHOBAIIHOO ITPAKTUKOIO € BIIPOBAPKEHHA
«eJIEKTPOHHOTO IOKYMEHTOO0Iry» Ta «eJIeKTPOHHOTO HiJNICY», L0
CIIPOILIY€E Ta IPYUCKOPIOE IpoLiecy 0OMiHYy JOKYMeHTaM! MiX Jep-
>KaBHVMMM OpTaHaMMU i TPOMafiAHaMM 91 IiIITPUEMCTBAMIA.

3arajzioM Cyd4acHi TeHZIeHIil Ta iHHOBalliilHi migxoau y cdepi
my6/IiYHOrO yIpaB/IiHHA BUIOI0 OCBITOIO CIIPAMOBaHi Ha 3a6e3-
ne4yeHHs Oi1bII e()eKTMBHOTO, 3PYYHOrO Ta IIPO30POTrO HaTaHHA
OCBITHIX IIOC/TYT 3alliKaBJIEHUM CTOPOHAaM.

3a mificyMKaMu IIPOBEIEHOTO IOC/IIKEeHHS, MOKHA CPOPMYJIIO-
BaTy peKOMEHJALIl Ta cTpaTeril mId MOKpallleHHA e(beKTMBHOCTi
ny0/IiYHOrO yIpaB/IiHHA BUILOK OCBITOIO 3 YpaXyBaHHAM Cydac-
HIIX ITOTPe6 CTeKXo/iepiB i TeHmeHL il y uiit cdepi [1, c. 158]:

1. ITigBuIIeHHSA JOCTYITHOCTI 11 OCBiYeHOCTi: po3poOKa OCBITHIX
IIporpaM Ta TPeHiHTiB, 30KpeMa i 3 1M POBOi IPaMOTHOCTI A1 Ipo-
MaJIsH yCiX BiKOBVX KaTeTopili, 1106 3abe3meqnTy 6i1bImii JOCTyI
JI0 OCBITHIX OC/YT i MiIBUIUTY piBeHb iXHBOI ePEeKTUBHOCTI.

2. Po3BUTOK MOGINTBHYX JJOATKIB, TOOTO CTBOPEHHS MOOITBHIX
JIOfIaTKiB [/IS1 JOCTYIIY 10 OCBIiTHIX MOCTYT Ha CMapT¢OHAX Ta IIaH-
IIeTax, 1[0 3a0e3IeYnThb OiIbITY 3PYYHICTD i JOCTYIHICTD /I KO-
puUCTyBadiB.

3. BupoBajpkeHHs IlepcoHais0BaHNUX CEPBICiB, 1110 ependadae
PO3poOKy iHTepaKTMBHMX IVTAT(OPM, SAKi MOXKYTb afallTyBaTUCA
710 TOTpeb KO>KHOTO KOHKPETHOTO KOPUCTYBa4a, Halaloul IIepCco-
HaJli3oBaHy iHdopMaIiio Ta MoCIyrn.

4. 3abesnedeHHs Oe3neKy JaHUX, TOOTO IOCU/IEHHA 3aXO0/iB
3aXMCTY JaHMX B iHpopMmaniitHux cuctemax 3BO, BUKOpUCTaHHSA
CYYacCHMX TeXHOJIOriil mudpyBaHHA Ta ifeHTndikanii psa 3abes-
neyeHHs KOHDigeHIiTHOCTI 11 6e3nekn iHpopmaii.
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5. PO3BUTOK iHTEpaKTMBHOTO 3BOPOTHOTO 3B 5I3KY, 1110 BK/IIOYAE
CTBOpPEHHS MeXaHi3MiB 3060py BiATyKiB Bifj KOpMUCTyBauiB ILIOAO
AKOCTI Ta epeKTMBHOCTI Ha/JaHMX OCBITHIX IIOC/TYT [/IA MTOCTIiTHOTO
X BIOCKOHa/IeHHS.

6. CraHzjapTy3aliis Ta CIpOIeHHs IPOoLeAyp, TOOTO BIIPOBaj-
JKEHHs €IMHOI CUCTEMM CTAHJAPTIB i IpOLeAyp HaAHHA OCBITHIX
IIOC/IYT Ta cucTemMy ynpasaiHHA 3BO 3amid cripoleHHA IpoLecis
B3a€EMO/Iii CTEMKXO/IZIEPiB OCBITHHOTO IIPOLIECY eP>KaBHUMI Opra-
HaMM i1 OpraHaMy MiCLIeBOTO CaMOBPANYBaHHA.

7. CTuMynoBaHH:A iHHOBAILil, 1110 O3HAYa€ MiATPUMKY Ta CTUMY-
JIIOBAaHH iHHOBAIIIHYX pillleHb Y cdepi BUIIOI OCBITH, 3a/Ty4eHH
IPUBATHOTO CEKTOpa 11 CTApPTaIiB /I PO3POOKM HOBUX TEXHOJIO-
TiYHKX pillleHb Ta IJIaTPOPM /I HaJaHHA OCBITHIX IOC/IYT.

3acTocyBaHH: NOJAHUX PeKOMEH/IaIliil Mae 6araTo Iepesar, sKi
CIIPUSAIOTH OKPALIeHHIO0 e(peKTUBHOCTI MyO/IiYHOr0 yIpaBIiHHA
BUIIOK0 OcBiTOW. I[lo-mepie, migBuUILeHHA JOCTYIIHOCTI OCBITH.
Po3BuTOK MOOIIbHNX JONATKIB I JOCTYIY O OCBITHIX IIOC/TYT Ha
cMapTdoOHaX i IUTaHIIeTaxX acTh MOX/IUBICTD 3j00yBauyaM OCBiTH
OTPUMYBATH JJOCTYII JO HeOOXiTHMX CepBiciB y Oyfb-AKMIT Yac Ta
Oyzb-7ie, 0 MiABUIIUTD IXHIO 3PYIHICTD I €(eKTUBHICTh B3aEMO-
fiil i3 cy6’exTamMu myOIiYHOrO yIpaBTiHHA BUIOK OcBiTol0. Ile
0cO6/MBO BaYX/IVBO 1A MOJIOf], SIKa Bifiila€ mepeBary MoOiIbHIM
TeXHO/oriAM. 3abe3nedeHHsA Oe3leKM AaHUX B iHOpMaIiiiHuX
CHCTeMax IyO/IiYHOTO YIpaB/IiHHA BUIIOK OCBITOI0 € KPUTUYHO
BOX/IVBYM CKITaJHUKOM /I 30epe>KeHHsA JoBipu 3000yBadiB 0
OpraHiB Iy0/IiYHOTO YIpaB/IiHHA BUIIOI0 OCBITOK. 3aCTOCYBaHHA
CYYaCHMX TEXHOJIOTiN INpPyBaHHA i 3aXMCTY JAHUX JOIIOMAraTn-
Me YHMKHYTM BUTOKY KOH}ifeHLiiHOI iHdopMaril Ta 36epexe
noBipy 3m00yBauiB BUIOT OCBITI 1O OCBiTHIX mocnyT [4, c. 218].

Takum 4MHOM, MOXKeMO MifCcyMyBaTH, IO IU(poBa TpaHC-
¢dbopmariis my61ivHOrO yrpasiHHA y cdepi BUIIOI OCBITY € BaXK/IN-
BJMM HaIIpIMOM PO3BUTKY Cy4acCHOI OCBiTHBOI cucTeMu. Bukopuc-
TaHHA WITYYHOTO iHTE/TeKTY, aHa/TITUKY JAHUX, MOOiTbHIX JOfaT-
KiB Ta 0/I0KYeTH-TeXHOJIOTIN CIIpUs€E MiABUIEHHIO e()eKTUBHOCTI
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Lndposa TpaHcpopmauia nybaivHOro ynpaeaiHHA

aJIMiHICTPaTUBHMX IIPOLECIB, TOKPAIIEHHIO JOCTYIIHOCTI OCBITHIX
HOCTYT i 3a0e3neYeHHI0 IXHbOI IIPO30POCT.

PosBuTOK OHMaH-11aTGOPM Ta BIPOBAPKEHHS IPYHIUITY «Of-
HOPa3oBoi ifjeHTHdiKalil» fae MOKXIMBICTb IPOMafITHAM IIBUJIKO I
3Py4HO OTPUMYBATV HeOOXifIHI TOCTyT, MiHIMI3yIoun 60pOKpaTId-
Hi mpoueaypu. CBO€IO 4eproro, eleKTPOHHNI TOKYMEHTOO00ir Ta
111¢ppOBMII IAMIC CIPOLIYIOTH B3aEMOJIiI0 MK Jiep>KaBHIUMMI Opra-
HaM, 3aK/IaJlaMyl BULLIOI OCBiTY i KOPMCTyBadyaMM OCBIiTHIX ITOCTTYT.

3anpoBajpKeHH:A IIMX iHHOBALIITHUX HiAXO/iB CIIpUsE He NI
onTyMisanii ynpasIiHCbKUX IPOLeciB, a 11 pOpPMyBaHHIO Oi/bIn
BiIKpUTOI, IIPO30POI Ta 3py4YHOI CUCTEMM B3AEMOJII MIXK ycCima
y4acHMKaMM OCBITHbOTO Iiporecy. Ilomanbii focmipKeHHs i mpax-
TUYHi BIIPOBA/IKeHHA IIVPPOBYX TEXHOIOTiN Y cdepi BUIIOI OCBi-
TV HaIalyTh MO>K/IMBICTb 3a0e3MeunTy Iie BULINIT piBeHb edek-
TUBHOCTI Ta AKOCTI OCBIiTHIX IIOC/IYT.
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TRENDS IN ARTIFICAL INTELLIGENCE
AND DIGITAL ECONOMY

Trends in Digital Economy. DeFi protocols are gaining
momentum. Against the backdrop of the self-destruc-
tive tendencies of the centralized financial system based
on the dollar, decentralized finance is growing in popu-
larity. The leaders are Indonesia and, ironically, the
United States. DeFi systems allow you to trade, invest,
buy, exchange and withdraw crypto and receive p2p
loans without banks.

Stablecoins are the choice of the majority. Stable-
coins like USDT or USDC give users confidence that
their assets will not depreciate overnight. This is espe-
cially true for countries with unstable economies.

Central Bank Digital Currencies (CBDCs) — specifi-
cally by Russia. Russia has been building alternative fi-
nancial structures that bypass the US dollar and poten-
tially undermine the US-centric international mone-
tary system. Russia has been actively developing its
own digital currency — digital ruble in hopes of trad-
ing directly with the countries that would accept the
funds without first converting them to US dollars.
Three major Russian banks have successfully piloted
digital ruble transactions on their mobile banking apps.

Cite: Ramsden James. Trends in artifical intelligence and
digital economy. https://doi.org/10.15407/akademperiodyka.
545.074
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VTB and PSB conducted the first successful testing of transactions
with digital rubles issued on a test version of the CBR’s digital ruble
platform back in February 2022 [7]. In August 2023, VTB became
the first Russian bank to conduct transactions using digital ruble.
Currently, 30 companies in 11 cities are reported to accept the digital
ruble through VTB [4]. For instance, Lukoil gas stations accept the
CBDC for purchases, users can pay for phone or internet services at
Rostelecom, and it is usable on the Moscow Metro (underground
services). The plan is for the cross-border payments to be made in
digital ruble — without using the banking system of other countries,
only through the digital ruble platform, which is operated by the
Bank of Russia. This will promote business operations internationally
with “friendly” to Russia businesses — who are not susceptible to the
opinion of the West and ready to continue transacting with Russia.

Digital Financial Assets in Russia. In February 2024, the Russian
Duma (parliament) passed a law to allow international payments to
be made with DFAs [5] on a Russian block chain that is controlled by
Russia’s Central Bank — it will be the only entity able to scrutinise
international payments made with DFAs between residents and
non-residents of the Russian Federation. It is now possible to con-
duct traditional financial market processes (asset trading, clearing
and rights accounting) using blockchain and smart contracts.

DFAs can “wrap” a wide variety of assets in digital packaging, which
simplifies their trading. Over the past years, precious metals, real es-
tate, corporate debt obligations and many other financial instruments
have been tokenised in Russia on various digital platforms that permit
different repayment mechanics, and as a result, investors have a wider
choice of exit than they typically have using a conventional exchange.

DFAs are useful where bank settlements are impossible due to
sanctions or counterparties are not interested in receiving Russian
rubles as means of payment but would like to acquire some asset
expressed in digital form.

BRICS PAY system. BRICS Pay system was created in 2023,
which was set to challenge the Western SWIFT payment system

75



Ramsden James

and promote BRICS-based alternatives — all in line with the bloc’s
long-embraced efforts of de-dollarization. BRICS PAY is a digital
payments platform that is being jointly developed by the member
countries of the BRICS bloc. BRICS PAY aims to enable digital pay-
ments between the different countries in BRICS PLUS format, allow-
ing businesses to make and receive payments in their local currency.

BRICS?’s single currency. Further, the creation of a single cur-
rency within BRICS which would be backed by gold, which could
be used in mutual trade, is being currently actively discussed.
Whilst there are critics saying that it would be a long and difficult
way for BRICS to issue its own currency, some experts claim that
the prospect of it is quite realistic. [The total gold reserve of the
BRICS members is 6,3 thousand tons [6], and this figure is growing
steadily. BRICS countries are the world’s largest buyers of gold
since 2022. For comparison, the leader in terms of gold reserves —
the United States — has a little more than 8 thousand tons, and
they have been at this level since the early 1970s. In addition, mem-
bers of BRICS are currently actively buying gold. The Reserve Bank
of India alone added more than nine tonnes to its reserves in June,
the highest in two years. India’s reserves have increased by 37 tonnes
to 841 tonnes this year, according to the World Gold Council.

BRICS BRIDGE. The BRICS nations — Brazil, Russia, India,
China, and South Africa are driving a new vision for economic
independence with the launch of the BRICS Bridge.

e Reducing Remittance Costs and Boosting Efficiency.

e Fostering Financial Inclusion and Independence.

¢ Challenging Western Financial Dominance.

e Setting a Global Precedent for Remittance Reform.

The BRICS Bridge could inspire global remittance reforms by of-
fering a model for economic collaboration. Its success may encourage
non-Western nations to create independent, cost-effective systems,
reshaping international finance and promoting financial inclusion.
BRICS Bridge has the potential to make remittance flows more efficient
and equitable, boosting economic resilience within BRICS and beyond.
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DFAs first appeared on the Russian market aslong ago as July 2022
(some 4 months after the Russian full-scale invasion of Ukraine)
when three operators — Lighthouse, Sberbank, and Atomyze — car-
ried out pilot issues for 60 million rubles [1] (USD 660 000).

As of now, there are 14 such operators entered on the register.
Whilst both Atomyze and Lighthouse were designated under the
Russia sanctions regime back in March 2024, at least three of the
issuers of DFAs in Russia have not yet been sanctioned.

Russias digital financial asset market has experienced explosive
growth in 2024, reaching a total volume of 684 billion rubles — more
than seven times its 2023 size [3]. Russias DFA market grew more
than 4 times in 2024, according to the Russian ACRA credit rating
agency. Further, according to ACRA, the market volume of DFA is-
sues will reach 1 trillion rubles by 2027. The total volume in 2025 is
expected to be 600—700 billion rubles (USD 6,7 billion — 7,8 billion).

Trends in Artificial Intelligence. Artificial Intelligence (AI)
Statistics:

e Al market size is expected to reach $1339 billion by 2030.

e Al will have an estimated 21 % net increase on the United
States GDP by 2030.

e Over 75 % of consumers are concerned about misinforma-
tion from AL

A major concern for consumers is the potential for Al to per-
petuate the spread of misinformation. More than 75 % of consum-
ers are worried about the impact that Al has on the ability to trust
information found on the internet.

e ChatGPT had 1 million users within the first five days of
being available.

e One in 10 cars will be self-driving by 2030.

e It is expected that 10 % of vehicles will be driverless by
2030 [8], as the global market of self-driving cars is forecasted to
increase from 20,3 million in 2021 to 62,4 million.

e 64% of businesses expect Al to increase productivity.

AT Adoption Statistics.
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e Half of U.S. mobile users use voice search every day.

Voice search is on the rise, with 50 % of U.S. mobile users using
it daily. This trend showcases the growing prevalence of AI-powered
voice assistants in everyday life.

e Al is expected to see an annual growth rate of 36,6% from
2023 to 2030.

AT continues to revolutionize various industries, with an ex-
pected annual growth rate of 36,6 % between 2023 and 2030, as
reported by Grand View Research. This rapid growth emphasizes
the increasing impact of Al technologies in the coming years.

e 72 % of businesses have adopted Al for at least one business
function.

Nearly three out of four businesses have started using Al for at
least one business function. In addition, half of survey respondents
use Al for two or more of their business functions. This is a sharp
uptick from 2023 when less than a third of respondents had report-
ed using AI for at least two business functions.

e India is the country with the highest Al adoption rate at
59 % [2].

Al adoption rates are the highest for organizations in India (59 %),
followed closely by the United Arab Emirates (58 %). Businesses in
Singapore (53 %) and China (50 %) are also leaders in Al use. In con-
trast, businesses in Australia (29 %), Spain (28 %) and France (26 %)
have been slower to try out Al

How AI Will Impact the Future:

1. Improved Business Automation.

2. Job Disruption.

3. Data Privacy Issues. Companies require large volumes of
data to train the models that power generative Al tools, and this
process has come under intense scrutiny. Concerns over compa-
nies collecting consumers’ personal data have led the FTC to open
an investigation into whether OpenAl has negatively impacted
consumers through its data collection methods after the company
potentially violated European data protection laws.
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In response, the Biden-Harris administration developed an Al
Bill of Rights that lists data privacy as one of its core principles.

4. Increased Regulation. AI could shift the perspective on certain
legal questions, depending on how generative Al lawsuits unfold in
2024. For example, the issue of intellectual property has come to the
forefront in light of copyright lawsuits filed against OpenAlI by writ-
ers, musicians and companies like The New York Times. These law-
suits affect how the U.S. legal system interprets what is private and
public property, and a loss could spell major setbacks for OpenAl and
its competitors.

Ethical issues that have surfaced in connection to generative Al have
placed more pressure on the U.S. government to take a stronger stance.

5. Climate Change Concerns. The energy and resources required
to create and maintain AI models could raise carbon emissions by as
much as 80 percent, dealing a devastating blow to any sustainability
efforts within tech. Even if Al is applied to climate-conscious tech-
nology, the costs of building and training models could leave society
in a worse environmental situation than before.

6. Accelerated Speed of Innovation. In an essay about the future
potential of Al, Anthropic CEO Dario Amodei hypothesizes that pow-
erful Al technology could speed up research in the biological sciences
as much as tenfold, bringing about a phenomenon he coins “the com-
pressed 21* century’, in which 50 to 100 years of innovation might hap-
pen in the span of five to 10 years. This theory builds on the idea that
truly revolutionary discoveries are made at a rate of maybe once per
year, with the core limitation being a shortage of talented researchers.
By increasing the cognitive power devoted to developing hypotheses
and testing them out, Amodei suggests, we might close the time gap
between important discoveries like the 25-year delay between CRIS-
PR’s discovery in the ‘80s and its application to gene editing.

Risks and Dangers of Al Job Losses. Between 2023 and 2028,
44 percent of workers’ skills will be disrupted. Not all workers will be
affected equally — women are more likely than men to be exposed
to Al in their jobs. Combine this with the fact that there is a gaping AI
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skills gap between men and women, and women seem much more
susceptible to losing their jobs. If companies don't have steps in
place to upskill their workforces, the proliferation of Al could result
in higher unemployment and decreased opportunities for those of
marginalized backgrounds to break into tech.

Human Biases. The reputation of Al has been tainted with a
habit of reflecting the biases of the people who train the algorithmic
models. For example, facial recognition technology has been known
to favour lighter-skinned individuals, discriminating against people
of colour with darker complexions. If researchers aren’t careful
in rooting out these biases early on, Al tools could reinforce these
biases in the minds of users and perpetuate social inequalities.

Deepfakes and Misinformation. The spread of deepfakes threat-
ens to blur the lines between fiction and reality, leading the general
public to question what’s real and what isn't. And if people are unable
to identify deepfakes, the impact of misinformation could be dan-
gerous to individuals and entire countries alike. Deepfakes have
been used to promote political propaganda, commit financial fraud
and place students in compromising positions, among other use cases.

Data Privacy. Training Al models on public data increases the
chances of data security breaches that could expose consumers’ per-
sonal information. Companies contribute to these risks by adding
their own data as well. A 2024 Cisco survey found that 48 percent
of businesses have entered non-public company information
into generative Al tools and 69 percent are worried these tools
could damage their intellectual property and legal rights. A single
breach could expose the information of millions of consumers and
leave organizations vulnerable as a result.

Automated Weapons. The use of Al in automated weapons
poses a major threat to countries and their general populations.
While automated weapons systems are already deadly, they also fail
to discriminate between soldiers and civilians. Letting artificial intel-
ligence fall into the wrong hands could lead to irresponsible use and
the deployment of weapons that put larger groups of people at risk.
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Superior Intelligence. Nightmare scenarios depict what's known

as the technological singularity, where superintelligent machines take
over and permanently alter human existence through enslavement or
eradication. Even if Al systems never reach this level, they can become
more complex to the point where its difficult to determine how Al
makes decisions at times. This can lead to alack of transparency around
how to fix algorithms when mistakes or unintended behaviours occur.
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Introduction. Planet Earth is our common home. Ac-
cording to the concept of sustainable development for-
mulated by world leaders at the historic international
forum “Rio-92” in 1992 in Rio de Janeiro, Brazil, mo-
dern society, oriented towards sustainable growth, fa-
ces a crucial challenge: unlocking the potential of every
child, regardless of their social background. History
has shown that talent can emerge in any family —
whether wealthy or impoverished — but without prop-
er conditions, such talent may remain undiscovered.
Therefore, creating an environment where every child
can realize their abilities is of enormous significance

Cite: Raspopov Viktor. Social justice and digital economy:
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not only for individuals but for society as a whole. One of the most
successful examples of such support is the activity of the Junior
Academy of Sciences of Ukraine (JAS), which fosters the scientific
and creative potential of school students [1]. It is important to note
that this initiative is directly related to the concepts of social justice
and the digital economy, which open new opportunities for talent
development.

Social Justice and Unlocking Children’s Potential. Social
justice implies equal rights and opportunities for all members of
society, regardless of their background, wealth, or other factors. In
the context of unlocking children’s potential, this means that every
child should have access to developmental opportunities, regard-
less of their socio-economic status. A society that upholds social
justice seeks to eliminate barriers to quality education, science,
and innovation [2].

JAS serves as one of the key instruments of social justice imple-
mentation in Ukraine, providing school students with equal access
to advanced educational programs with the goal of future involve-
ment in scientific research. This initiative allows talented children
from various social backgrounds to gain access to cutting-edge
knowledge and collaborate with leading scientists, significantly
expanding their prospects. Additionally, participation in JAS prog-
rams fosters critical thinking, research skills, and problem-solving
abilities in students, which are crucial elements of social mobility
and sustainable development.

The Digital Economy as a Tool for Talent Development. The
digital economy plays an increasingly vital role in educational pro-
cesses and talent development. Thanks to modern digital technolo-
gies, school students can participate in scientific projects remotely,
access global knowledge bases, and communicate with mentors and
scientists from around the world. The Junior Academy of Sciences
actively integrates digital tools that help children and adolescents
master programming, artificial intelligence, robotics, and other
promising fields [3].
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Digital technologies help remove geographical and financial
barriers, providing children from remote regions of Ukraine
with access to quality education. A significant aspect of the digital
economy is the creation of platforms for distance learning and
interaction with the scientific community, enabling a larger
number of students to engage in educational initiatives. For in-
stance, JAS programs utilize virtual laboratories and online con-
ferences, allowing students from rural areas and small towns to
participate in high-level research on par with their peers from
major scientific centers.

Blockchain Technology and Its Connection to Cryptocurren-
cies. Blockchain is a data storage technology that differs from tradi-
tional databases in its decentralized structure. In a conventional
database, such as in banking systems, information is stored in a
central location and managed by a single entity. In contrast, block-
chain stores data simultaneously across multiple nodes (computers)
in a network, making it nearly impervious to tampering or hacking.

How Does Blockchain Work?

1. Chain of Blocks Data in blockchain is stored in blocks linked
sequentially. Each block contains a set of transactions and a refe-
rence to the previous block. This ensures that data cannot be altered
without modifying the entire chain, which is virtually impossible
due to the distributed nature of the system.

2. Decentralization Unlike centralized databases, blockchain
is not controlled by a single server but by a network of computers
(nodes). Each node stores a copy of the entire blockchain and par-
ticipates in verifying new data. If an attempt is made to alter data
in one node, the rest of the network will reject the modification.

3. Consensus Algorithms To add new transactions to the
blockchain, network nodes must agree that the data is valid. This is
achieved using consensus mechanisms such as Proof-of-Work
(PoW), which requires solving complex mathematical problems,
or Proof-of-Stake (PoS), where validators are chosen based on the
number of tokens they hold.
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How Is Blockchain Related to Cryptocurrencies?
Cryptocurrencies such as Bitcoin and Ethereum utilize block-
chain as a decentralized database to store all transactions. Blockchain
enables cryptocurrencies to function without banks or central go-
verning authorities.

1. Transparency and Fraud Protection All blockchain tran-
sactions are public and verifiable. No one can alter or delete a tran-
saction record, making cryptocurrency networks resistant to fraud.

2. Mining and Transaction Processing In Proof-of-Work net-
works, new blocks are created by miners who solve cryptographic
puzzles. As a reward, they receive new cryptocurrency (e. g., Bit-
coin). In Proof-of-Stake systems, validators are selected based on
the amount of cryptocurrency they own, allowing them to confirm
transactions.

3. Smart Contracts and Decentralized Applications Ethereum
and other platforms support smart contracts — self-executing
programs that automatically enforce agreements without interme-
diaries. This enables the creation of decentralized applications
(DApps) that run on blockchain.

Conclusions. By integrating social justice principles with the
opportunities of the digital economy and blockchain technology,
we can create an inclusive, equitable, and forward-thinking soci-
ety that unlocks the full potential of every individual. Govern-
ments, academic institutions, and private enterprises must con-
tinue investing in education, digital infrastructure, and blockchain
innovations. This commitment will drive sustainable development,
equipping future generations with the skills needed to thrive in an
evolving technological landscape.
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SOCIAL JUSTICE IN VIRTUAL SPACE

In the 21st century, digital technologies have become
not only a tool for communication but also an envi-
ronment in which social relations are formed, and the
rights and responsibilities of citizens are realized. The
virtual space is more than just a place for exchanging
information; it is a new sphere of work, education,
economic activity, as well as a space for civic engage-
ment and human rights protection. However, just like
in the real world, the digital sphere faces inequality,
discrimination, and human rights violations, raising
questions about the principles of social justice.

Today, the virtual space generates a number of socio-
legal challenges: unequal access to digital services, algo-
rithmic discrimination, issues of digital identity protec-
tion, freedom of speech, and cybersecurity. In Ukraine,
these issues are particularly relevant, as the digital trans-
formation of the economy and society continues amid
wartime challenges and the need to adapt to European
legal standards. Among the global issues of social justice
in the virtual space, the following can be highlighted:

Cite: Sova Olena. Social justice in virtual space. https://doi.
org/10.15407/akademperiodyka.545.087
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1. Digital inequality — unequal access to the internet, tech-
nology, and digital literacy.

2. Algorithmic discrimination — hidden biases in artificial intel-
ligence that affect different social groups.

3 The right to digital identity — protection of personal data
and the problem of digital control.

4. Freedom of speech on the internet — balancing the fight aga-
inst disinformation and censorship.

5. Cybersecurity and legal protection — preventing cyberbul-
lying, online fraud, and privacy violations.

6. Social protection in the digital economy — the rights of free-
lancers, gig economy workers, and remote employees.

7. Activation of volunteering and social entrepreneurship — le-
veraging digital platforms to enhance civic initiatives, humanitarian
aid, and socially responsible business.

8. State regulation of digital platforms — ensuring social equality
in the era of digitalization.

The modern world is characterized by the rapid development of
remote forms of interaction in all spheres of public life, a transfor-
mation that serves different interests of social relationship partici-
pants and introduces new governance methods [4, p. 62].

One of the defining challenges is digital marginalization. In the past,
access to education, employment, or public services depended prima-
rily on physical resources, but today, a person's digital status can beco-
me a barrier. Those who lack permanent internet access, smartphones,
or digital skills find themselves on the margins of modern society. This
affects not only the elderly but also vulnerable social groups that strug-
gle to compete in the digital economy. Today, the principle of fair dist-
ribution must be complemented by a high level of social, spiritual,
cultural, environmental, and other human rights protection [3, p. 74].

The transformation of the ideology of social justice in wartime
conditions involves the following [5, p. 47—48]:

e increasing social support for the most vulnerable segments of
the population while simultaneously encouraging an active position
in the labor market among the able-bodied population;
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e enhancing the social responsibility of businesses in accor-
dance with the Sustainable Development Goals;

e developing social entrepreneurship, including volunteering,
humanitarian aid, and supporting the state in fulfilling part of its
social functions.

Social justice is one of the fundamental principles of humaniz-
ing socio-economic policy, which ensures an equitable distribu-
tion of resources and benefits among all members of society [6].

It is also important to mention the psychological dimension of
social injustice in the virtual space. Social media algorithms, desig-
ned to create personalized content, can actually reinforce infor-
mation bubbles and contribute to social polarization. The main
causes of internet addiction include an inability to establish and
maintain healthy social and psychological relationships in real
life, as well as difficulty distinguishing between normal and ab-
normal behavior [1, p. 63—64].

Virtual communication often deepens social isolation, distorts
perceptions of reality, and can exert psychological pressure on specif-
ic groups. For example, young people influenced by unrealistic stan-
dards of success and beauty in social networks experience high levels
of stress and declining self-esteem. Account blocking without expla-
nation, content deletion based on vague criteria, and censorship on
social media create a situation where the right to exist in the virtual
space is controlled not by state laws but by commercial corporations.

In the physical world, a person can change their image, move to
another city, or start a new life stage. However, in the virtual space,
their past can catch up with them at any moment. Old posts, com-
ments, or even careless statements made years ago can affect a per-
son’s future. The development of virtual reality is one of the most
striking examples of how modern technological advancements
correlate with socio-cultural processes in society [2, p. 63].

A distinctive feature of social structure is increased social mo-
bility, particularly among the middle class, which is constantly
shifting in social, geographical, and professional aspects. In the
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context of social stratification, a person within a social group loses
significance as a stratum-forming factor, while social boundaries
become increasingly blurred [7, p. 28].

Thus, social justice in the virtual space is not only a matter of
access to technology but also a struggle for equal rights in the digital
economy, the protection of personal data, humanism, and ethical
virtual communications. These challenges require not only public
attention but also a clear state policy that will ensure fair rules for
all participants in the digital society.
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NMPOB/IEMATUKA
DeFi-KPAYA®AHAUHTY

Y ®IHAHCYBAHHI BIAHOB/IEHHA
AEOKYMNOBAHUX TEPUTOPIN

Tpu poxu mmpoxkomacmTabHOI BilfHM BapTyBaIu
YKpaini He TiIbKY 3HAYHUX JIIO[CbKMX i MaTepiaTbHUX
BTpAT i 30MTKiB, a HAKOIVYVIIY COTHI KBaJIpaTHMX Ki-
JIOMeTpiB 3pyitHOBaHUX Tepuropiit. OcobmmBo e
CTOCYETbCS [NEOKYIOBAaHMUX TEPUTOPIN Ta TEPUTOPI
aKTUMBHUX OoioBux mint. IIns 3abesmeyeHHsa xodya 0
MiHIMaZIbHOTO PiBHA XUTTS, HE KaXKY4l PO BiJTHOB-
JIEHHA ITOBHOLIIHHOI JKUTTEAIANIBHOCTI T€PUTOpiasib-
HIX I'POMaji, HeOoOXiJlHe IepLUIOYeproBe Bif[HOBICHHS
KPUTUYHOI Ta COLia/IbHO-eKOHOMIiYHOI iH(ppacTpyk-
Typu. Ha >xasb, i 9ac BiliHu y JepKaBy Ji/IA LIbOTO
He BJMCTAYa€ KOIITIB, 110 0OYMOBIIIOE IIOLIYK I'poMa-
IaMI JOHOPIB Ta IHBECTOPIB [JIA peaisaliil HaralTbHUX
IIPOEKTIB BiOymOBMU.

«Komu iifeThcA Mpo BTiIEHHA CYCIiNIbHO BaXK/IMBUX
IIPOEKTIB, TOJIOBHMM BUK/IMKOM 3aBXX/IV 3a/IMIIAETHCA

Cite: Filkovskyi Serhii. The problems of DeFi-crowdfunding
in financing the reconstruction of decommissioned territories.
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¢dinancyBaHHA. 3HANTY MATPUMKY Y BE/VKIX JOHOPiB — CK/IafIHO,
iep>KaBHi IPOrpaMiM 4acTO MAalOTh OOMe>KeHMIT OI0fKeT, a BIac-
HUX pecypci iHiiaTiBaM 3a3Buyait 6pakye. Came TOMY Kpayn-
(daHAMHT CTae TUM iHCTPYMEHTOM, SIKUII JO3BOJIsAE 00 €HATU
JI0fIel HABKOJIO CIIZIBHOI iflel 11 3a/ly4uTy KOITH Ha 11 peasisa-
nito» [3]. I xoua B Ykpaiui kpayadanauur HabyBae Bce 6imbIIol
IIONY/IAPHOCTI, OJfJHAK OpraHaM MiCI}€éBOrO CaMOBPs/JyBaHH:A BCe
XK CK/IAJTHO 3JIyYMTHU y TaKMil CIoci6 MinbitoHHI iHBecTULT Yn
TPaHTHU, OCKIZIBKY Ije IOTpebye BleBHEHOI PpiHaHCOBOI rpaMoT-
HocTi. CaMe TyT BUHMKA€E HOTpe6a Yy HOBOMY IIi/IXO/Ii O IPOILIO-
BUX OIlepallili, 110 YCyBa€ HeoOXimHiCTh y moCepeqHMKax — 6aH-
KaX, ypsajax 4y QiHaHCOBUX YCTaHOBAX, TOOTO 3a JTOIIOMOTOI0
HEeLEeHTPaNTi30BAHNUX Kpay,‘ll(baH,[[I/IHI‘OBI/IX KaMIIaHi.

CyuacHi TexHOJIOTiI JOKOpiHHO 3MiHMIN (piHAHCOBY CHCTEMY, i
OITHIM i3 HANIIOMITHIIIINX (beHOMeHiB OCTAHHIX POKIB CTaJo fie-
neHTpantizoBane pinancysanHsa — DeFi (Decentralized Finance).
3amicTb TpaguliitHol 6aHKiBCHKOI CUCTEMU BCi IIPOLeCH, BK/IIOY-
HO 3 KpeIUTaMM, CTPaXyBaHHAM Ta IIepeKa3OM KOLITiB, BUKOHY-
IOTbCSA ABTOMATM30BAHO Ye€pe3 CMApTKOHTPAKTU — CIIellia/IbHi
nporpamm Ha 0/10K4eiiHi, SKi TapaHTYIOTh BUKOHAHH:A (piHaHCO-
BUIX OIlepalliif 6e3 MOXIMBOCT] iX miffpoOkm abo 3MiHN.

Y npomy KoHTeKcTi DeFi-kpayndananHr Ak iHCTpyMeHT 3aiy-
4YeHHs KOIITiB yepes flelleHTpani3oBaHi maropMm Moxe cTa-
TU HOBUM 3HApANLAM O €KOHOMIYHOTO BiIpOIKEHHSA HacaM-
nepeq I€OKyIIOBaHNUX TepUTOPiNt. BiH Ta€ MOXIUBICTD OTPUMY-
Baty (QiHAHCYBaHHA BiJ JIIOJell Ta OpraHisaliil 3 ycboro cBiTy
HanpsAMYy, 06e3 KOHTPOM0 TpaguliiiHux (iHaHCOBMX IOcepef-
HUKiB. IIpuK/IagoM yCIilIHOro 3acTOCyBaHHA TaKMUX TEXHOJO-
riit € ponp «IloBepHUCD XMBUM», AKUI IPUIIMAE TIOKEPTBU Y
KpunToBaoTi. Taka mpakTuka sabesnedye oneparusHe (iHaH-
CyBaHHA OOOPOHHNX, 'YMaHiTapHUX i BiTHOB/IIOBa/IbHUX iHiIli-
atuB. [0710BHOIO IIepeBaror KpUITOIUIATEXIB € IXHA MIBUAKICTD,
He3aJIeKHICTb Bijj (iHAHCOBUX YCTAHOB i IPO30PiCTh BUKOPUC-
TaHHA KOILITIB.
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MeTor0 IbOTO JOCTI/I)KEHHA € BUSHAYEHHS IIepeBar Ta BUK/IN-
kiB DeFi-kpayndananHry, a Tako)X OKpec/ieHHA 100 IepCIeKTUB
y ¢piHaHCYBaHHI Bi[HOB/IEHHA J€OKYIIOBAHUX TePUTOPIit YKpaiHuL.

Cy4acHa HayKOBa [yMKa IeMOHCTPY€ iCHyBaHHA TPbOX IiJIXO/IiB
710 BM3HAYEHH: KpayAQpaHANHTY: K 6i3Hec-Mopierti, SIK BiJKPUTOTO
3aK/IUKY JUIA 3aydeHHs (iHAHCOBUX PeCcypciB Ta SIK iHiljiaTBu
360py KOILITIB Ha IeBHUIT IPOEKT [1, c. 15]. Tak camo po3pisHAIOTS i
Taki yioro Bupu: 6nmaropiitauit kpayadauanur (Crowddonating),
KpayadaHauHr Ha ocHoBi BuHaropopgu (Reward-based crowdfun-
ding), kpayninBectunr (Crowdinvesting), kpaymnenpunr (Crowd-
lending), TopriBnsa paxyHkamu-gpaxkTypamu, geleHTpaTi3oBaHNil
kpayndanauur (Decentralized crowdfunding) [2, c. 7].

DeFi-kpayzndaHauHr BUPi3HAETbCA CBOIM MAX0A0M [0 diHaH-
CYyBaHHA IIPOEKTIB, 1110 3MEHIIYE BUTPATH, IIABUILYE IIPO30OPICTh
1 CTBOpPIOE YMOBM [I/IA TiCHIIIOI B3a€MOJII MK iHiljiaTopamu Ta
crizibHOTaMM. SIKIo IMpoBecTN aHaJIoriio, TO TpaauLiiiHa diHaH-
COBa CHCTeMa — Iie BeIMKMIt OaHK, fie BU 36epiraere rpoui, a 6yab-
AKa TPaH3aKIisA IPOXOAUTD Yepes 1ioro nepesipky. DeFi naromictn
CXOXKIIT Ha I POBUIL KOOIIEPATHB, Jle KOKEH YYaCHUK CaMOCTiil-
HO KOHTPOJIIOE CBOI aKTVBH, a OIlepalil Bif0yBaloTbcsA HAIPAMY
MDK KOPUCTYBa4aMM 3a IIPO3OPUMM IIpaBA/IaMMU.

Hauuit nigxin nepembadae BUKOPUCTAHHS OJIOKYETH-TEXHO-
NOTiit 1A 3pificHeHHS (iHaHCOBUX omlepaliii 6e3 3amydyeHHs
TpaJMLIHUX TTOCEPEHUKIB, TaKMX AK OAHKM YU ypsAOBi ycTa-
HOBM. ABTOMAaTM30BaHi a/ITOPUTMU Y BUITIAJI CMapTKOHTPAKTiB
3a0e3nevyoTb aBTOHOMHICTb, IIPO30PICTh i HE3MIHHICTh TpaH-
3aKIIiif, [0 € BaXK/IMBUM PaKTOPOM y KOHTEKCTi cCydacHOro 1ud-
PpOBOro cepefoBuIa.

OgpHielo 3 kmo4oByx nepesar DeFi € MOXIMBICTb IIBUKOTO i
BiffkpuToro ¢iHaHCYBaHHA pi3HMX iHiljjaTuB 6e3 OlopokpaTii Ta
TepuTOpianbHUX 0OMexeHb. Lle 0co61MMBO aKkTyanbHO 1A YKpai-
HI, AIKa MiC/IA MacIITaOHNX BOEHHUX PYIHYBaHb oTpebye edek-
TUBHMX MeXaHi3MiB 300py KOIITiB Ha Bi[HOBJIEHHA IEOKYIOBa-
HUX TEPUTOPIL.
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3 orsi/ly Ha BUK/IMKMY, 3 SIKMMU CTUKA€TbCs YKpaiHa, 0co0-
nuBO y cepi BiffHOB/IEHH leoKyIoBaHuX Teputopiit, DeFi-kpayn-
(daHAVHT BifIKpUBae HOBI MOXX/IMBOCTI [JIs 3a/ly4eHHs KOIITIB 3
ycboro caity. Moro edekTuBHICTh 6a3yeThcsl HA MBUIKOCT] TPAaH3-
aKIiiit, Mpo3opocTi pyxy iHaHCOBUX pecypciB i BifcyTHOCTI 610-
pOKpaTnyHuX 6ap’epiB. 3BaXkalouy Ha Iie, AKTYaIbHUM € TOCTif-
xeHHA noteHuiany DeFi-kpaynbannuuary mna dinancyBaHHA
CYCITIIZIBHO 3HAYYLMX IIPOEKTIB.

3acTocyBaHHA CMapTKOHTPAKTIB JJa€ MOXK/IMBICTh aBTOMATH-
3yBaTH Ipolecy 300py i po3Nofiny KOwTiB 6e3nocepeHbO MiX
KOpMCTyBadyaMM, MiHIMi3yloun pusuKy KOpyILii Ta HeepeKTUB-
HOTO BYIKOPMCTaHH:A QiHaHciB. BoHu 3abesneuyiors 4iTke BUKO-
HaHHA YMOB IIO)XePTBYBAHHS Ta FApPaHTYIOTh, LII0 KOWITY OYAyTh
BUKOPMCTaHI 3TiZIHO 3 IOIEePEHbO BU3HAYEHVIMY CLIEHAPIAMI.

JJonaTKOBMM iIHCTPYMEHTOM JI/IS 3a/Ty4€HHS JOHOPIB € TOKEHi-
sanis aktusiB i NFT. Bunmyck 6naropiianx NFT moxe ctumyszo-
BaTy (PiHAHCYBaHHA IPOEKTIB IIIAXOM 3ay4eHHS MDKHAPOLHOI
ayguTopii Ta CTBOpeHHsA YHIiKa/JbHUX IUQPPOBUX aKTUBIB, 110
CUMBOJII3YIOTb HiATPUMKY BifIIOBIHOI iHilliaTUBIL.

HesBakaroun Ha oueBupHi nepesarn DeFi-kpayndanpnnry,
JIOTO IIMPOKE BIIPOBAJPKEHHA CTUKAETbCA 3 HU3KOI BUK/IMKIB,
AKi HeOOXiTHO BPaXOBYBaTH IiJ 4ac OLIHKM 110T0 epeKTUBHOCTI
Ta MOXX/IMBOCTEN iHTerpallii B eKOHOMI4HY cucTeMy YKpainum. [Jo
OCHOBHMX II€PEIIKOJi Haje)XaTb: PErylIaTOpHa HEBM3HAYEHICTD,
NUTaHHA 0e3NeKy 71 JOBipM, a TAaKOX IepCHEeKTUBY PO3BUTKY Ta
iHTerpanii X TeXHOJIOTII y iep>KaBHi iHiljiaTuBu.

Pezynamopna nesusnauenicmo. llonpm 3Ha4HMII IOTEHLIias
DeFi-kpayndangyuury, 10ro BUKOPUCTaHHS CTUKAETHCA 3 IIPO6Ie-
MOIO BifICYyTHOCTI YiTKMX PEryIATOpHUX HOPM B YKpaiHi. IIpaso-
BUII CTAaTyC KPUITOBAIIOT Ta CMapPTKOHTPAKTIB y cdepi pinancy-
BaHHA OnarofifHMX iHIIiaTUB 3a/JIUIIAETbCA HEBM3HAYEHUM, IO
CTBOPIOE JJOZATKOBI BUK/IMKY JJIS iX IIMPOKOTO BIIPOBA/KEHHS.

Besnexa ma dosipa. OFHUM i3 KIIIOYOBUX ACIEKTiB BUKOPMC-
tanHA DeFi-mardopm € nutanua 6e3nexu. BincyTHicTp neHTpa-
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/i30BaHOTO KOHTPOJIIO 301/IbIIIye PM3MK LIAXpaiiCTBa, 3/I0MiB Ta
BTpaTy KowrTiB. ToMy po3pobka eheKTMBHMX MeXaHi3MiB 3aXUCTy
KOPMCTYBauiB Ta MifIBUIIEHHs AOBipM 0 TakuxX (iHAHCOBUX pi-
LIEHD € BaXKIMBYMM HAIIPAMOM ITOJa/IbIINX JOC/IIKEHD.

Ilepcnexkmuesu poszsumky ma inmezpayii DeFi-kpayndangus-
Iy B YKpaiHi 3a/1e)KaTb BiJj PErylIATOPHUX 3MiH i TOTOBHOCTI Jiep-
JKaBM iHTerpyBaTy 1ji TexHoNOril y pinancoBy cucremy. CriBnpa-
1A MDK ypsapoM, OmaropiiiHuMu oprasisanismu ta DeFi-nmar-
dbopmamy MOXKe CIIPUSTY CTBOPEHHI0 e(DeKTMBHUX MeXaHi3MiB
360py KOIUTIB /I BiTHOBJIEHHS I€OKYIIOBAaHUX TepuTOpiil. Bpa-
XOBYIOYM CBITOBI TE€HJeHIii, iHTerpamisa 6/I0KYEITH-TEXHOIOTIII y
fiep>KaBHI iHIIaTUBY € MUTAaHHAM 4Yacy.

Orxe, DeFi-kpayndaHanHT € IepCreKTMBHUM iHCTPYMEHTOM
(iHaHCYBaHHA CYCIIIPHO BaK/IMBUX IIPOEKTIB, 30KpeMa BiJHOB-
JIeHHS JIEOKYTIOBAaHNX TepPUTOpiii YKpainu. Vloro nepesaru BKIt0-
YalOTh BMCOKY IIBUAKICTh TPaH3aKIiil, IPO30PICTh Ta YCYHEHHA
¢iHaHCOBUX HOCepenHNUKiB. BopHoYac icHYIOTh BUK/IVIKY, ITOB’SI-
3aHi 3 PeryJIATOPHOI0 HeBM3HAYEHICTIO TAa IMUTAHHAMMU Oe3IeK.
[Moganpumit possutok DeFi-kpayndanauury norpebye ajanra-
LIi1 3aKOHOMABCTBA 11 BIIPOBA[)KEHHA MEXaHi3MiB 3aXICTy KOPUC-
TyBauiB, 10 CIpUATNMe e(PeKTMBHOMY BUKOPMCTAHHIO IIi€l Tex-
HOJIOTII I/11 eKOHOMIYHOI'O BiIpOIyKEeHHA KpaiHuL.

3aBJAKY BIIPOBAKEHHIO IIEBHIX IIPABOBIX i 0€311eKOBIX MeXa-
Hi3MiB Ta po3pobui cTparerii ciBmparni 3 gepxasorwo DeFi-kpayn-
(daHpyHr MOXe cTaTu eeKTUBHUM iHCTpyMeHTOM (piHaHCYBaHHSA
BiTHOB/IeHHS, 3a0e311evyI04n I7106aIbHMIT TOCTYII 0 TMoXepTB. Oc-
HOBOIO JyIs1 CTBOpeHHs Oiytbi cricteMHux DeFi-pimens Moxke cratn
IocBif 6maropiitHuX GOHAIB, L0 MPAIIOIOTD 3 KPUIITOBATIOTAMIL
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the Digital Economy. 2025”, dedicated to discussing the challenges of the digital economy. The con-
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